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FOREWORD 

2014 was a year in which we 
witnessed an increased interest in IT 
security. For several months every 
conversation about IT started with 
the name “Snowden”. Then there was 
the Heartbleed incident that caused 
a media storm and took Revenue 
Canada days to deal with. Several high 
profile breaches exposed the personal 
and financial records of millions of 
individuals. This bruised corporate 
reputations and had a real impact on 
some executive careers. 

For the most part, as might be expected,
the news about security breaches was often
focused on the largest players — banks,
retail, governments and other organizations
with large amounts of personal data. Yet these
corporations represent only a small fraction
of Canadian companies. There are a large
number of companies, many recognizable
household names, who rarely feature in the
overall discussion.

In the summer of 2014, CA Technologies
agreed to sponsor a research paper that
would allow ITWC to focus on the issues
facing medium- to small-sized companies
in Canada with regard to IT security. Given 
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that there are already a lot of players doing 
security surveys and reports, we wanted 
to take a different approach and get into a 
deeper discussion. To do this, we approached 
a number of CIOs and IT leaders from a group 
of companies representing a wide spectrum 
of industries. To bring some balance to the 
discussion, we invited a security officer who 
is not in IT to participate. His focus on the 
impact of security issues on customer service 
and reputation management. In addition, to 
demonstrate the difference in experiences 
and perspectives between smaller and larger 
companies, I asked a colleague at a much 
larger financial institution to also participate

Over the span of several weeks, a series 
of one-on-one interviews were conducted 
with each of the participants being asked 
in-depth questions. To ensure that our 
conversations were frank and open on this 
sensitive subject, we agreed to ensure that 
the responses remained anonymous. Since I 
also agreed to keep my colleague’s responses 
(from the financial institution) confidential, 
I acknowledge him personally, but suffice 
it to say that he is one of the best in his 
field. His expertise and the resources and 
responsibilities of a large financial services 
firm gave me a clear benchmark to help 
evaluate the responses of this study group. 

The conversations which ensued covered 
a number of areas. The questions were 
developed in conjunction with an expert 
from CA Technologies and validated by our 
benchmark firm and expert from the financial 
services company.

In addition to some general, overview and 
strategic questions, some specific areas were 
also focused on, including:

• Identity and access management
• Cloud and Software-as-a-Service
• APIs
• Mobile
• Browsers
• Standards and regulations
• Information and the challenges of keeping up

to date
• Budgets and future plans

Prior to publishing, these results were shared with 
the interview group to ensure that their comments 
and concerns were accurately captured.  

While I’ve respected the promise of anonymity, 
I’ve tried in the following pages to let the 
participant’s words speak for themselves. 
Wherever possible, I’ve tried to use their words 
with only minor edits for readability. 

Thanks to these anonymous companies and 
advisors as well as to CA Technologies for 
helping to make this research possible. 

Jim Love
Chief Information Officer and Chief Digital Officer
ITWC, publisher of CanadianCIO
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Challenges 

Those in charge of IT in medium- and small-
sized companies face enormous challenges. 
They don’t have the resources of the larger 
companies, but they are confronted with the 
same issues and threats. 

Independent reviews add value

Despite their lack of resources, many of the 
participating companies have undertaken 
independent security assessments. 
These reviews validated that they are, 
in fact, keeping up with security issues. 
The company participants reported that 
important lessons were learned that might 
not otherwise have been discovered and on 
having strong plans to address these. Many 
have made significant progress because of 
these assessments. 

Our major defense is the firewall

The one most common statement made 
was that the firewall remains the single most 
utilized tool to enforce and monitor security 

EXECUTIVE SUMMARY
Over a period of two months, a number 
of interviews were held with CIOs 
across Canadian industries, from small- 
and medium-sized companies. The 
questions and the answers provided 
covered a wide breadth of discussion 
points. Notwithstanding, some 
recurring themes and perspectives 
were particularly prevalent. They are 
summarized below.

and compliance. But we also heard a clear 
warning, “edge management is not security.”

People are a major security  
weakness

Of all the issues that were reported, our 
impression is that the greatest obstacle to 
security improvement lies with the people in 
the organization. Whether it’s the executives 
who defy IT policies or the employees 
who seem to be demanding, uncaring and 
sometimes outright careless, it is people 
and not technology that create the greatest 
areas of risk. As one of our participants 
noted, “individuals don’t have ownership over 
security. Risk comes from people wanting 
convenience and not thinking through the 
consequences.”

As in many other research studies, there is 
typically one response or story that stands 
out because of the manner in which it clearly 
defines a problem. In this instance, the 
following stands out for us: 

“We did a security audit and sent out 10 
phishing emails (from exchange administrator, 
go to this site and login) including to two IT 
directors. Only the CIO and CTO knew about it. 
We got 60 responses. One IT Director forwarded 
it to his staff warning them, but left the link in the 
email.”

The red-faced IT Director illustrates the point 
that even IT employees can be part of the 
problem by not following their own wisdom or 
in some cases by turning a blind eye to security 
risks. One area that IT may have chosen to 
selectively ignore is the use of consumer tools 
in corporate functions. These tools may very 
well be industrial class, but if IT doesn’t believe 
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that, there is an obligation to at least identify 
the risk, if not to address it head on. 

The focus should be on data and 
not on applications

What may seem like a minor differentiation or 
even semantics, a focus on data instead of 
applications often led to discovering what it 
was that is really important. Things that might 
otherwise have been missed were uncovered. 
And, in a couple of cases, the focus on data 
allowed IT and business users to collaborate 
and find some very creative solutions which 
protected data and permitted the business 
users to have the solution that they wanted. 

The business is in charge when it 
comes to SaaS and the Cloud

The ability to find focus and compromise is 
critical, especially when it comes to Cloud. As 
we heard in a number of interviews, business 
users don’t always think clearly when it comes 
to security. Yet they are the driving force. 
Without their understanding and cooperation, 
all of the checklists and security reviews may 
simply be “window dressings. 

This group of participants have not embraced 
the Cloud and many have grave concerns 
about the move to Cloud/SaaS. At worst they 
are outright opposed to the move. Will they 
be able to stop the move to Cloud? Unlikely. 
The business is clearly in control. IT has 
influence and not power. But if their concerns 
are valid, it emphasizes the need to be able 
to communicate issues effectively. To protect 
the company, IT needs to develop more 
than technology. It needs to build alliances 
and consensus with the business and the 
executive team. 

Standards are important

There are a large number of standards that 
measure an organization’s security readiness 
and execution. More and more organizations 
have the need for PCI compliance. Regulatory 
compliance — privacy, anti-spam legislation 
(CASL) and other government regulations/
audits — is intensifying. Security compliance 
is taking precedence even over the all-
important financial audits. 

While no one likes to be audited, this is 
actually good news for IT as it raises corporate 
awareness of security and the need to invest 
in it. And at least one of the companies 
interviewed, managed to find even more of a 
silver lining. They use a standard — ISO 2001 
— to rally behind as a ‘single standard’. This, 
for them, is the most efficient way to ensure 
“pan-Canadian” compliance across the many 
jurisdictions covered. Moreover, they made a 
great case to the organization that compliance 
could be a great marketing message.

Never waste a good crisis

With the increased publicity and sensitivity 
to security issues, the need to protect the 
corporate brand has made the marketing 
department an unlikely ally in funding IT 
security. A number of other examples of 
CIOs who also seized opportunities to make 
security a priority and to get it funded were 
also discussed, for example, undertaking 
an independent security study is one way to 
raise awareness. In another example, taking 
advantage of corporate-wide risk planning 
and making a good case for IT helped another 
CIO establish a higher prominence for IT 
security.
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Keeping up

Everyone is struggling to keep up with the 
growing amount of information on security. 
They have a wide range of sources. While 
most of them use the Internet, many do 
not trust everything they read. Likewise, 
vendors are a source of information, but that 
information is viewed as suspect. 

The sources they trust for validation? Trusted 
brands are one key area. Their peers are the 
second key area of trust. 

Looking ahead to the future

If our group is representative, the consensus 
is that while some money is being spent, 
more is needed, at least in the short term. 
If IT leadership can convince their executive 
and if the awareness of security remains at 
the forefront, investment funds will be there 
to protect corporate data in the increasingly 
risky times we face.

As we increasingly compete for corporate 
resources we must ensure that IT uses these 
and other creative ways to make certain that 
executives recognize the need for ongoing 
investment in this crucial area. As one CIO 
remarked, “All it takes is one hack to damage 
your brand”.

Mobility remains a challenge

Next to people, mobility may be the second 
greatest security challenge. While larger 
corporations have made strides in dealing 
with it, this study indicates that there might be 
a lot more to do in medium- and small-sized 
businesses. Among our participants, personal 
devices were largely restricted to email usage 
only. However, the real potential of mobile 
devices requires more than email, and only 
a limited number of the companies in our 
study are moving in that direction. Relatively 
few reported having any significant mobile 
applications or strategies to really harness the 
power of mobility. One thing that has been 
holding medium- and small-sized companies 
back is the complexity of managing mobile 
devices. Only a small number of them seem 
to have the tools they need to do the job well 
and to do so without compromising security.

APIs

Integration has been an essential strategy for 
large corporations to drive benefits from their 
information systems. That type of integration 
may be eluding medium- and small-sized 
companies. More needs to be done on the 
subject of interfaces and APIs. Our look 
at the topic showed that if our group is 
representative, medium and small companies 
do not appreciate the promise or have a 
strategy to deal with risks of APIs. 

  All it takes is one hack to damage 

your brand.

— Interviewee
CIO perspectives on security issues interview
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INTRODUCTION
In the first part of the interview, we 
focused on some general topics to find 
out how the small- and medium-sized 
companies were coping with security 
issues and the types of challenges 
they were facing. Later on, we got 
more specific. The questions and the 
responses we received follow.

 
CHALLENGES 

Are your systems more or less 
secure than three to five years ago?
 
Not surprisingly, the majority of the companies 
believe they are less secure today than five 
years ago. Even though security efforts are 
intensified, many thought they were fighting a 
tough uphill battle:

• “Even though we are doing more, there are 
more attacks. More exposure.”

• “The sophistication of threats is increasing all 
the time. (We have) probably not kept up.” 

• “Level of security has increased but the level of 
threat from malware and hackers is increasing 
at a slightly faster rate.” 

Clearly there are not just more attacks, but 
much more exposure due to the behaviour 
and attitudes of employees in a consumerized 
world. This became a recurring trend, 
repeated over and over in our discussions. “In 
the past, the way to get company information 
was to copy it. Now they can email, Dropbox 
or use other services to transmit files.” 
Or as others said, these factors led to a 
number of challenges and require significant 

effort: “More threats. Keeping abreast of 
information. More devices and avenues of 
getting into systems. Complexity.” 

A much smaller number of participants believe 
they are more secure or about the same level 
as a few years ago. “Why? We are taking it 
much more seriously.” This individual noted 
that two highest priorities are security and 
disaster recovery. 

The participants in this study, indicated that 
overall, they are simply much more aware of 
security issues. But even this group take the 
challenge seriously:

• “We are more secure, but we might feel less 
secure from an emotional perspective. More 
emphasis. More focus and energy. More top of 
mind. More awareness.” 

• “The risk level is still the same – but there’s 
always serious risk.”

Our benchmark company agreed with this. His 
company’s current level of security is: “Probably 
the same but our visibility is much greater”. 
If the interviewees are working harder to 
fight outside threats, few among them feel 
they are getting much support from their 
fellow employees due in large part to the 
consumer mentality that has permeated so 
many employee groups. In a consumer driven 
mind-set, when ease of use comes up against 
security compliance, ease of use wins:

• “Companies are more focused on security but 
ease of use is important. “

• “In general, the public thinks security makes 
things harder.”

Anyone in the early days who tried to resist 
the onrush of tablets until they figured out 
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how to manage security probably knows that 
executives were either supportive or they 
were the biggest offenders. In our study, little 
has changed. To be successful at security, 
support from the executive team is crucial 
but it isn’t always there. Impediments to 
leadership can stem from a number of issues 
ranging from structure to awareness:
 
• “We are a private company. Owners can throw 

policies out the window. It can get to you, but 
what can you do?”

• “Partnerships are matrix management. We have 
a lot of owners with no one person in charge. 
That may be why the NSA and FBI refer to the 
legal community as ‘soft underbelly of security’.”

• “We have multiple locations. There are some 
security risks involved with that.” 

• “It’s a balance between spending and risk. As 
long as there is a consensus in the executive, 
we are able to proceed. We need to educate 
ownership (help them understand) and be pro-
active.”

Even our benchmark firm confessed that 
structure is an issue: “Diverse geography 
— each division runs its own security. Don’t 
have a centralized operational security model. 
Unique challenge.” This is something that 
is consistent regardless of company size. 
Security is not just a challenging job, it is 
often a thankless one. 

What is unique about your business 
in terms of security? 

• “More ecommerce than we might think.”

Most companies initially responded that there 
wasn’t much unique about their security 
needs, until they started to think about it. Once 
they pondered this a little, they found some 

amazing things. Not surprisingly, our benchmark 
company, being in the financial services business 
had to be PCI compliant. As it turns out most of 
the companies in our study take payments and 
discovered a need to be PCI compliant. 

One of the companies among our group of 
interviewees was an educational institution. 
While some might see this as a minor part of 
their business, this organization processes 
millions of dollars each year in credit card 
payments for parking, tuition, and continuing 
education. They weren’t the only one with an 
interesting wrinkle when it came to payment 
and PCI compliance. One organization has 
a number of franchises. This made for some 
specific challenges. While payments and PCI 
compliance isn’t unique, the franchise model 
might give rise to some tricky situations. They 
have both corporate and franchise owners 
collecting money. If there is a breach, would 
anyone distinguish between the brand and a 
franchise? Not likely.

What are your key security 
concerns? 

There is a wide range of issues that 
concerned our group. 

  Partnerships are matrix 

management. We have a lot of owners 

with no one person in charge. That may 

be why the NSA and FBI refer to the legal 

community as ‘soft underbelly of security’.

— Interviewee 
CIO perspectives on security issues interview
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• “When (not if) we are hacked, are we prepared? 
We never go to that level of discussion.” 

• “Everything. (Someone) loses a laptop. 
Someone breaches our perimeter. We take 
document security very seriously.”

• “Locking down our network from cyber 
attacks.” 

Our benchmark company summarized it best: 
“Data loss prevention — hand in hand with 
mobility.” From these discussions, two main 
security concerns were identified: Data and 
people.

1. Data 

A key theme arising from the interviews pertains 
to data: security is not about protecting a 
device or application. It is about protecting the 
data, as shown in the quote below. 

• “Need to focus on the data and not the appli-
cations. Application servers are transactional. 
The issue is: how do I secure the data in transit 
and at rest. Everything else is just machinery 
that moves it.”

Participants clearly realized that the degree of 
protection depends on the nature of that data. 
One member of our group realized this when 
they examined the type of data that their 
students were creating:

“We train dental hygienists. They treat people 
who can’t afford regular dentists. They offer 
free cleaning. But now we have patient data 
on our computers. This was kept on desktop 
under a desk. It needs to be in a secure server 
locked up where no one can get physical 
access as well as have other security in place.”

But not all data requires absolute protection. 

Personal data that cannot be tracked to a 
particular person may require less protection 
than far more innocuous information that 
can be linked to a person. Even supposedly 
innocuous data such as a video of a public 
location may cause issues: “Data privacy is an 
issue. When security gave out a piece of video 
to someone who had an accident and was hit 
by a parking gate — it ended up on YouTube.” 

Throughout our conversations the themes 
above would repeat themselves along with 
one other key notion – the idea the people are 
key a part of security. 

2. People 

Security is not just purely technical. People 
in the organization are a key to success or 
a ticket to failure. Everyone we spoke to 
was concerned with the issue of managing 
people. This was expressed in a number of 
ways. Certainly people coming and going from 
the organization is a classic concern. But 
concerns go beyond that.

Access to data by current employees is a 
critical concern. One organization realized 
that they had to do more than simply restrict 
access to data. Employees may have 
legitimate access to data, but no need to 
be accessing it. The example of the health 
records of former Toronto Mayor Rob Ford 
came up in one discussion. 

“It’s not just about who has access to data. We 
need to prove that only the right people can 
see the data. In the case of Rob Ford, people 
were looking at his data that had the right to 
access it, but shouldn’t have had the NEED to 
access it. Compromised employees might be a 
major risk.” 
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An employee who is compromised in any way 
— by outside threats, blackmail, bribes or even 
just their own ideology — can do real damage. 

But the attitude of the employees is also of 
real interest and a critical success factor in 
maintaining security of employer data. It can 
be as simple as having a shared sense of 
ownership: “Individuals don’t have a sense 
of ownership over security. Risk comes from 
people wanting convenience and not thinking 
through the implications.” 

Employees don’t need ill intent to do damage. 
Carelessness and ignorance can be equally 
powerful. One of our companies “…found 
someone running a curling club website. Not 
only was this against policy, it was someone 
who wasn’t an employee. It meant that 
someone (outside our organization) had been 
given access to our server.” 

Others fell victim to social engineering and 
phishing. One interviewee reported the 
following story which illustrates this clearly:

“We did a security audit and sent out 10 
phishing emails (from exchange administrator, 
go to this site and login) including to two 
IT directors. Only the CIO and CTO knew 
about it. Got 60 responses. One IT Director 
forwarded it to his staff warning them, but left 
the link in the email.”

Example after example reinforced what 
almost everyone we talked to believed. 
People — employees and even the executive 
management — are often the biggest 
vulnerability, presenting far more risk than 
any technical issue or weakness. At the best 
of times this would be a huge issue. Taken in 

  It’s not just about who has access 

to data. We need to prove that only the 

right people can see the data. In the case 

of Rob Ford, people were looking at his 

data that had the right to access it, but 

shouldn’t have had the NEED to access 

it. Compromised employees might be a 

major risk.

— Interviewee 
CIO perspectives on security issues interview

the context of consumerization and the new 
exposures of mobility, the human aspect of 
risk is a huge hole in every corporate security 
program.

While everyone we interviewed knew this is 
a critical area of vulnerability, our group was 
already struggling to keep up with the day-
to-day technical issue management. Few of 
them have time or resources to undertake 
the type of education, engagement and even 
enforcement necessary to manage the risks 
presented by colleagues and employees. 
But our group were willing to step up to take 
responsibility themselves: “We don’t do a 
good job of educating our users about how to 
conduct themselves”.

Who is in charge of IT security? 

This question was asked because we wanted 
to know if these companies had a Chief 
Security Officer (CSO) or similar role. This 
was certainly the case with our benchmark 



11   ONE DAY AT A TIME: CIO perspectives on security issues

firm where regulatory and financial exposure 
ensured that this was a very senior role. In our 
benchmark company, the CSO role reports 
directly to the CEO. 

Responses among the interview group varied 
widely. Many companies do not have such 
role. Some have a specialist who is in charge 
of security such as an Information Systems 
Senior Compliance Officer or a Manager 
of Security and Audit. In other cases, the 
Director of IT and even the CIO are directly 
responsible. In one shop, security is a team 
effort utilizing a wide number of people from 
network to development. This seems to work 
well and underscores the idea that security is 
everyone’s responsibility. 

HACKERS, BREACHES, 
AND INDEPENDENT 
ASSESSMENTS
The next group of questions focused 
on whether these business had been 
hacked whether their systems were 
compromised, and how they would 
know, with certainty, if this was the 
case.

Have you ever experienced a real 
security breach? 

Interview participants were asked whether 
they had ever been hacked or compromised. 

Most responded no, they have not been 

hacked. Others qualified that statement by 
making statements like “We have not yet been 
compromised to my knowledge” or “Not that 
we know of”.

Others knew that hackers had tried to get in, 
but indicated that the hackers had not gotten 
in. These responses were “No. But they 
have tried” and “No. Came close”. Another 
company stated that their security had been 
breached but no data leakage was evidenced. 
Only one company in our sample was aware 
of hackers who had gotten in and in looking 
back over the years, remembered three 
instances from the phone system to virus-
related events. This meshed with what our 
benchmark firm told us rather bluntly when 
asked if they’d been hacked. Their answer: 
“Yes. Pretty good.”

Recent research (a study of security experts 
on networking) reveals that almost every 
company has been hacked. So we had to 
ask: were our participants too embarrassed 
to admit it? Were they in denial? Or were they 
simply unaware?

Our benchmark firm gave us the most 
plausible answer. Most likely the companies 
had been hacked and simply didn’t realize 
it. Without the tenacity and resources of a 
much larger firm, one might never know. One 
participant expressed this directly when asked 
if they had been hacked: “How would we 
know if we were hacked?”.

As our benchmark company recounted:

“In a six month period we had significant 
outages. I have rarely seen anything like that 
in 10 years. Active Directory. 15 systems. All 
of them went down. No logs. (When we dug 
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into it, we saw) gaps in the logs. (The only 
answer is that the) perpetrator removed the 
logs. The gaps in the logs were only way we’d 
spot it.”

This is similar to my experience. We know we 
have been hacked and even with constant 
vigilance, we probably will be again. It’s a 
matter of when and not if. We only hope that 
like our benchmark company and unlike all 
but one of our participants, that we’ll be able 
to find out the hacking has occurred when it 
happens, and if it hits again.

When the topic turned to blackmail, many 
participants were much more aware of this 
taking place. The most common example 
was some variant of the trojan Cryptolocker 
which hit big in 2013. All but a few of the 
interviewees have been hit or know someone 
that was affected. Fortunately, many of 
the companies survived this blackmail with 
minimal damage. Some simply wiped the 
machines and used a backup or utility like 
Deep Freeze to recover them. Many of 
interviewees managed to contain the potential 
damage because of quick thinking or luck. 

“We’d fought a couple of virus attacks in that 

same time frame. In our case damage was 
mitigated by the stubbornness of our Director 
of IT who had fought valiantly to never give 
Windows users administrator access to their 
machines. That kept us from being overcome 
on at least one occasion since nobody had 
permissions that would allow changes at the 
root level of the system”. 

Yet another of our group was saved by their 
document management system. “Fortunately 
(the attack was) not very sophisticated and 
thank God we have a document management 
system and not a single file system. None of 
the anti-virus programs picked it up. Can you 
imagine millions of encrypted documents that 
we can’t read?”

Two companies had a straight out and out 
blackmail situation. One was simply a threat 
to reveal security vulnerabilities. Another was 
a breach of an admin password on a web site. 
Fortunately, that company was able to freeze out 
the hacker and recover the password. One of the 
revelations that surfaced was that few if any of 
these breaches are reported to the authorities. 

We also asked about a much more obvious 
and frequent occurrence. DoS (Denial of 
Service) attacks are the most common 
known threat. Almost every company has 
had experiences relating to it. Fighting DoS 
attacks by blocking IP addresses can be 
a learning experience in more than one 
way: “Amazon Web Services was flooding 
our carrier. We had to block a range of 
IP addresses. Inadvertently, we then also 
blocked access to DropBox by a number of 
our users on campus.”

Many companies only discover that their staff 
are using SaaS and Cloud systems when 

  Amazon Web Services was flooding 

our carrier. We had to block a range of 

IP addresses. Inadvertently, we then also 

blocked access to DropBox by a number 

of our users on campus.

— Interviewee 
CIO perspectives on security issues interview
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they cut access, often accidentally. One of 
the participating companies invested in some 
pretty sophisticated perimeter protection to 
defend against DoS attacks. They outsourced 
this to one of the major vendors and it seems 
to be paying off. This “best practice” is similar 
to what our benchmark firm has done. They 
too have invested heavily in software to 
mitigate DoS attacks. 

Of course sometimes the damage on a DoS 
attack comes from inside the company. One of 
our group found a small server running in an 
unoccupied room pounding out DoS attacks 
from the inside. The employee who used it must 
have downloaded some malware that caused an 
internal DoS attack from within the network.

Chances are that there are more security 
breaches happening than our group is aware 
of. This is to be expected. Few of these 
participants have the resources to do the type 
of lengthy investigation and analyses of logs 
for every system outage or other potential 
symptom of a security breach. Barring that, 
how would they really know how well their 
defenses stacks up against modern threats?

When asked whether they have undertaken 
a security threat analysis and if so, what 
they have learned, each of the participants 
indicated that they had done something of 
this nature or are planning on it in the near 
future. Here are some of the responses.

Have you done a security threat 
analysis?
 
• “Yes. We do regular assessments including an 

annual penetration test.”
• “Looking at more than standard risks and 

vulnerability. “ 

The gold standard seems to be third-party 
involvement. A number of the companies we 
interviewed stressed that it was important to 
the credibility of the exercise.

• “We’ve done something internally, but if you 
don’t use a third party, you’ll miss something.”

• “We’ve had Gartner, Deloitte and Microsoft 
come in. They’ve all looked at us and given us 
good marks.”

Often these security assessments are part of 
a wider context or are triggered by issues in 
other areas. Disaster recovery was the most 
common driver:

• “We put in an ERP and three other enterprise 
applications. Working on a disaster recovery 
with a warm environment.”

• “We have not done an overall security review 
but we did a business continuity review.”

• “Looking at more than standard risks and 
vulnerability. We also have PCI compliance and 
CCDV cameras.”

• “We have not done an overall security review 
but we did a business continuity review.”

One caution expressed relates to keeping 
assessments focused as a priority. When 
an IT security assessment is part of an 
enterprise level assessment, it’s important 
to make sure it doesn’t get lost in this much 
more general approach. A surprising example 
occurred where one CIO discovered that his 
company was doing an enterprise-wide risk 
assessment, but “IT was 18th on the list” 
and only there because of the risk of “natural 
disasters”. This CIO raised both the issue 
and the profile of IT in this exercise to expand 
beyond disaster recovery to include a wider 
range of security risks. 
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What did you learn from it? 

Whatever the overall quality and scope, there 
is clear value in these security assessment 
reviews for the companies in our sample. 
Sometimes the results revealed that they’d 
been doing the right things. 

• “We’ve had Gartner, Deloitte and Microsoft 
come in. They’ve all looked at us and given us 
good marks.”

• “Learned that we were in decent shape.”

Vulnerabilities were exposed. Lack of 
documentation was noted by some of our 
group. 

• “We have no documentation. Need more than 
the half dozen policies. We need the right 
procedures. Until now we’ve been lucky.”

• “We are in decent shape but have no 
documentation.”

Others were surprised by the nature or scope 
of their vulnerability.

• “Found some unique vulnerabilities e.g. 
departments or people with web sites hosted 
outside.” 

• “Amazing amount of vulnerabilities. We put 
together a road map to address them” 

• “Edge management is not good enough.”

As noted earlier, these reviews reinforced the 
idea that a company’s employees represent 
major vulnerabilities. We spoke earlier of the 
company that found they were hosting a web 
site for a local amateur curling club. Further, 
on investigation they found that someone 
who wasn’t on their payroll maintained it. 
This was not hacking. A member of their 
staff had allowed access by an outsider with 

sufficient privileges to be a webmaster on the 
company’s servers. 

Not surprisingly, the action that this company 
took was to introduce a policy that all 
applications must be approved by IS. For 
other companies, some of the lessons 
learned concerned the difficulty in doing the 
assessment: “How do you do a vulnerability 
assessment on a third party? Is it in the 
contracts? Do you have to notify them?”

Doing the assessment and even consolidating 
the lessons learned is one thing, applying 
it is another. A couple of the companies 
noted that the review generated a road map 
exercise to address the concerns. But simply 
having a road map doesn’t guarantee results. 
Executive support is critical. 

KEEPING UP 
Given the needs for a road map, 
executive buy-in and support, and 
the increasing velocity and volume of 
information in this area, participants 
were asked about their ability to stay 
abreast of security regulations. 

How are you keeping up with 
security and compliance regulations? 

Most commonly mentioned were:

• PIPEDA – Privacy is a major concern. 
• ISO 2001
• Canadian Anti-Spam Legislation (CASL)
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Do you struggle to keep up? 

The most frequent immediate response to this 
question was laughter. Everyone in our group 
is struggling with this, particularly those in 
the smaller companies with few resources but 
often a wide area to cover. 

• “Everyone is struggling. Especially with BYOD. 
The landscape is always changing.”

• “It’s hard. We’re not that large of a company.”
• “I have to cope with multiple locations. I don’t 

have time to police them.”
• “I try to keep up but not enough time.”
• “You have to be an Einstein. Impossible to keep 

up with this unless you are a huge corporation 
with a huge budget. Too much knowledge.”

• “We can only do as much as we can. And it will 
never be enough.”

While the smaller companies in our group 
might have seemed more overwhelmed, even 
the larger companies were struggling. Our 
benchmark company reported, “Yes. It’s a 
constant struggle. The problem is that the 
threats are evolving at a tremendous rate that 
even vendors can’t keep up with”.

To some extent the vendors themselves may 
be part to the problem. “The vendors are 
changing rapidly. (Issue of keeping up with 
them as well). Symantec changed how the 
console runs. They rebrand.”

Given the time constraints, the constant 
change and the tension with users and 
customers, we asked:

Do you see security as an inhibitor 
to your business? 

The responses to this were mixed. For 

some increased security was a drag on the 
business:

• “The cost of keeping up is an inhibitor to our 
business. Discovery for lawsuits is an issue.”

• “The thing that the business doesn’t have is 
time. So when we try to do the right thing 
and build security up front, it is “in the way” of 
developers who want to get code out quickly.”

Others simply accepted that this is the way 
security is: “Not really. This is here to stay. 
Look at the hacks in large companies. How 
do you push that back?”

Even among those who saw it as an 
impediment, there was a grudging acceptance 
that the consequences of not having the right 
security are worse. 

• “It would be (an inhibitor) if we were 
compromised.” 

• “When there is an interruption” 
• “Our work is like buying insurance.” 
• “We talk about guiding principles in our 

company and mitigating risk is one of those 
principles. All it takes is one hack to damage 
your brand.” 

What at least one respondent thought was 
the real inhibitor was the emotion and hype 
associated with security. He spoke of the 
dreaded “airplane flight” where an executive 
sits beside some supposed expert, usually 
a vendor, who scares the pants off them 
or convinces them that they need to buy a 
product or adopt an approach. Wise advice 
from this CIO was clear: “(It’s) quite fast 
moving, but at the end of the day, don’t over-
complicate this. Avoid emotion. Resist spin 
and complexity.” 
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When that advice is not followed, it can 
lead to problems. In a software-as-a-service 
world, it’s easy to move forward quickly. One 
company reported their executive signing up 
for a security program without consultation or 
due diligence – a program that once acquired 
would have cost a small fortune to implement. 

At least two of our group took a more positive 
view. One view regulation as an opportunity. 
Following ISO 2001 would put them in 
compliance with all legislation and regulations 
in Canada. 

This positive and creative approach allowed 
this CIO to sell the cost of compliance to 
his organization as a marketing play. Having 
this certification would not only make them 
more secure and efficient, it would also allow 
them to differentiate themselves against their 
competition. It answered a question raised 
by another interviewee: why we can’t make 
security an enabler? Apparently with some 
creativity, the answer is we can.

Where do you see your 
organization’s security needs 
evolving over the next three years?

Some saw more of the same challenges and 
organizational tensions:

• “Big thing is educating the customer base.” 
• “Head-butting with marketing.” 
• “We haven’t come to terms with mobile, 

working from home, encrypting laptops and 
things like that.”

Many participants saw increasing challenges 
and major changes with a need for what one 
termed as creative solutions.

• “More and more security. More and more data 
gets distributed. Some off site servers.”

• “Next few years, things will be tighter. There are 
a lot more areas of weakness that have not yet 
been exploited and when these happen, people 
will wake up to the threat.” 

• “Privacy assessments for systems only offered 
in SaaS.”

• “Edge management is not good enough.”
• “We still have a fairly antiquated view of IT.”
• “Become more integrated. Relying more on 

sub-contractors. More dual authentication, 
more single sign on, more education around 
responsibility.”

• “There are some that say that the role of 
security should be separate from IT and I think 
there’s some value in that.”

Others simply couldn’t see past the current 
workload, as illustrated here, “Don’t know. 
We hear more and more about security 
flaws. Things have gotten more and more 
complicated.”

 

CLOUD AND SAAS

Given the increasing footprint of Cloud 
and SaaS as an outsourced platform, we 
wanted to look at this area in some detail. 

How much of your infrastructure is 
in the Cloud?

The answers to this reflected what we have 
seen in roundtable discussions held over 
the past year. In medium- and smaller-sized 
companies there is still a fair bit of resistance 
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to Cloud. Some are adamantly opposed to 
Cloud and SaaS. 

• “Nothing. We looked at it but there are too 
many unknowns in the Cloud.”

• “Very little. Looking at it.“ 
• “Not much. Five per cent, maybe.”
• “Don’t know. I’m not a big fan of the Cloud.”

Security is only one issue. When pushed for 
an answer, it often came down to a loss of 
control. As some of our participants said,

• “We looked at it and there are too many 
unknowns in the Cloud. I want it in my control. 
The less I have that I can’t put a paddle lock 
on, the better.”

• “Entire transactions take place out of your 
control.”

• “Trying to get in contact with anyone, if there is 
an issue.”

• “A breach could be worse because there is no 
way to physically get in to stop it.”

But even those who are opposed to Cloud and 
SaaS are feeling the pressure to move. Younger 
Internet-savvy executives push back against 
IT reluctance. To make things worse, Cloud 
solution providers who now routinely bypass IT 
relentlessly pursue line of business and C-level 
executives. It’s difficult to explain why IT is too 
resource-constrained to deliver a solution when 
a cheap one is available via the Cloud. 

RESISTANCE IS FUTILE

It was clear that even the toughest resisters in 
the group felt they couldn’t stem the tide, the 
transition to Cloud. We asked how much of 
their infrastructure would reside in the Cloud 
in three years. Most answered simply “more” 

or “growth” but had no real idea. Even the big 
resisters of Cloud seemed to think that they 
would see growth.

• “Will grow based on our strategy to buy IT 
services at the most economical costs”

• “DR applications. Looking at private Cloud. 
Part of the infrastructure could go to IaaS. 
Size? The majority in-house.” 

• “Don’t know.” 

Or as one of the “resisting” CIOs said: 
“Pushing back on putting things in the Cloud. 
But do I have much choice?”

CAUTIOUS BUT NOT  
RELUCTANT

Some of the interviewees have led the way 
into the Cloud with specialized applications 
that would be difficult or costly to build or 
source elsewhere. CRM is an example of 
one of the first such systems but this group 
of participants had expanded this to other 
specialized systems: 

• learning systems in education
• editorial and circulation systems in publishing;
• human capital management in HR; and others. 

Another trend which surfaced through these 
discussions and various ITWC roundtables 
is the use of Cloud for Disaster Recovery 
(DR) systems. For the first time, smaller and 
medium-sized businesses can afford a DR 
warm site. Cost and time to value are clear 
drivers, as evidenced by this statement: “Our 
strategy is to buy IT services at the most 
economical costs”. 

For those companies which have gone into 
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the Cloud, the question then was how much 
had they transferred into the Cloud? The 
responses varied:

• “Figure it’s about 20 percent Cloud and SaaS.”
• “Depends on how you measure it. Do you 

mean “how much data is in the Cloud or how 
many applications?” Data is about 50/50. 
Applications — about 75 per cent.”

• 50 per cent. Email is the largest. Salesforce 
(Cloud), file transfer. Trying to keep Sharepoint 
in house. We have a lot that will stay in house.”

• The real question is: does the CEO or owner 
know? If you ask, the response can be “very little” 
yet they have (a significant number of applications) 
in the Cloud. Infrastructure. CRM. DropBox. 

This last point is crucial. With the Cloud, it’s 
difficult to know just how much has moved 
over. DropBox and Box.com are the most 
frequently mentioned Cloud applications, but 
there are undoubtedly many more. 

One of our CIOs discovered just how much 
Dropbox was being used when they blocked 
IPs as part of a DoS defense. As a result, 
no one could get to their Dropbox accounts 
behind the firewall. Only when the complaints 
came in did they really appreciate the real 
extent of what was happening. 

Use of the firewall is a blunt instrument but 
it is the only viable method mentioned by 
our participants to even begin to control the 
spread of Cloud applications. This lack of 
ways to detect and monitor Cloud applications 
without huge disruption or a heavy-handed 
approach may be why many IT staff turn a 
blind eye to Dropbox and similar offerings: 

• “Users are getting better at sneaking things in. 
Discovered a lot of Box accounts by accident. If 

they are personal accounts, they may never know.”
• “Monitoring is one thing. Managing is another.” 

Another reason to avoid this conflict is that in 
the medium- and small-sized companies in our 
sample, IT was not the sole decider as to which 
Cloud applications could or should be used. 

Who controls the growth of Cloud? 

Almost all of interview group members said 
that the business is clearly in control of the 
drive to the Cloud. We asked whether this 
was by policy or by stealth. Although most 
indicated it was by policy, there are still some 
stealth activities and even conflict involved.

• “Business by policy with some end runs.” 
• “Business area by policy (strategy) but we (IT) 

have turned a blind eye to some of this.”
• “Do I have a choice?”

Only one of our participants remarked that the 
decision to move to Cloud was the result of 
“collaboration”. The only IT leader in our study 
who claimed to be in control of the move still 
indicated that the deciding factors were based 
on business logic: “It’s a business decision. 
But I make the final decision based on user 
needs and requirements. Does it make sense? 
Is it cost effective? Efficient? With multiple 
sites, I don’t have much choice.”

What role does security play in your 
decision to move to Cloud-based 
offerings?

Security is one of the classic areas where 
IT still has leverage in the decision to move 
to Cloud. In answer to this question, some 
respondents indicated that the IT organization 
still wields some control:
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• “Everything. They are not in the Cloud because 
of the unknowns.” 

• “Top of mind when we select Cloud apps.” 
• “Right on top in decision.” 
• “I will hold back an application if I think security 

will be an issue.”

This stance is in keeping with the best 
practice of our large benchmark company: 
“We’ve embedded this in an application 
onboarding process. Any subscription service 
has to go through an architectural review.” 

One CIO questioned the effectiveness of 
this approach, stating that “Cloud services 
security reviews are included in every 
decision. But does anyone listen?” 

Others seemed to feel comfortable with the 
notion that security is important, but not an 
absolute. They focused on communications 
and education to employees about the level of 
risk to the business. 

• “Security is as important as any other element. 
SLA, functionality and security.”

• “Depends on the risk of the information.”
• “Not all data has the potential to be damaging 

if others access it. You have to ask three 
questions: can you get it? Can you interpret it 
and make sense of it? Can you act on it?”

LOCATION IS STILL THE BIG 
FACTOR

If education is the real tool at IT’s disposal, 
it makes sense to know what the concerns 
were that participants felt needed to be 
understood. One clear item is the location of 
data. Location may be part of security, but 
due to the sensitivity, location often trumps 

security in the Canadian business landscape. 

Business users don’t always fully appreciate 
that Cloud systems mean that the Data is out 
of the control of the organization as shown 
in this quote: “We have created a checklist 
of things that business needs to find out 
from vendors because they don’t always 
ask about the right things. For example: A 
digital signature system was off site. It meant 
they were also sending confidential data (the 
documents) off site.” 

Some organizations have clear restrictions 
or policies regarding data taken off site, 
particularly when that location is in the United 
States. The Patriot Act represents a major 
issue for Canadians, but whether it is due to 
legislation or simply preference, this group 
of respondents were clear about location 
as a deal breaker with respect to Cloud 
applications. 

• “Absolutely. If any company is owned by a US 
parent, they are subject to the Patriot Act. We 
have clients such as the BC Government where 
we have to pledge to not move any data out of 
BC.”

• “Location matters for some data — particularly 
employee information. We use only payroll and 
the data has to stay in Canada. The rest? No.”

• “We deal with the compliance team. Customer 
information must be stored in Canada.”

• “Not a Crown Corp but we do try to stay in 
Canada anyway.”

But even data sovereignty is not absolute. 
We found IT and business collaboration could 
overcome this obstacle even in a case where 
the data is very sensitive. This was a case of 
student data being potentially transferred to 
the US. No educational institution would want 
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to put student data into the US and then find 
that one of their students was on a “watch 
list”. But instead of simply blocking the move, 
IT developed a clever strategy:

“We have developed strategies to deal with 
this. You need three things to identify a 
student or employee. If the off site system 
doesn’t have these, it does give a greater 
degree of comfort when there is no way to 
identify a person from off site data”. 

Data was shipped with no way to identify the 
student except through one parameter that 
only the school knew and controlled. Without 
the identifiers and with limited data being 
moved, the data was meaningless. 

Are there any security advantages 
to Cloud?

Certainly a great deal of the negatives were 
voiced. But are there any advantages to Cloud 
in terms of security? Some positive responses 
focused primarily on the idea that Cloud providers 
have more resources to apply to security. 

• “They (Cloud providers) spend more on 
security.”

• “They should have more resources to devote 
to security. But they are more likely to be hit. 
Compared with (our limited) resources, I trust 
Microsoft more than our small team.”

Even those who thought their internal security 
was good, acknowledged that there could be 
“parity” to Cloud providers. 

• “I don’t think that there is any difference. 
Regardless of whether it’s them or you, it has 
to work.”

• “We are doing a pretty good job ourselves, but 

the implied benefit of Cloud is that people who 
are doing this for a living should be able to do it 
better. Whether this is true or not is the question.”

What would a Cloud provider have 
to do to make you comfortable?

Once again, from the responses provided, 
it was clear that where the data resides is 
important.

• “Like the data to be in Canada. Want us to 
have full monitoring and management control.”

• “Canadian owned. Something like ACMI 
attached.” 

Also cited as critical were things like single 
sign-on and dual authentication. Even while 
most interviewees did not have these features 
themselves, they felt they would be essential 
in order for them to have comfort with a Cloud 
provider.

• “Dual authentication. But whatever they do, it 
has to be convenient to use or people will just 
get around it. But it’s not that they take your 
data into the Cloud. As soon as you connect to 
the Internet, you are vulnerable.”

• “If done properly, the whole thing will have a 
unique identifier, single sign-on. You can’t de-
provision when you have nine single sign-on 
solutions.”

Yet other participants looked at good 
governance, transparency and third party 
audits as critical. 

• “I don’t know what would make me comfortable. 
Don’t think I’ll ever be 100 per cent comfortable 
with the Cloud. But I have to be. It’s a huge 
topic. What can be done? Who has control? 
Who has access to what? They run the business 
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and they give you access to their applications.” 
• “Good governance. Encryption. Secure links. 

Audit by a competent 3rd party. They need to 
be as good as we are.”

APPLICATION 
PROGRAMMING 
INTERFACES (API)

In an age of integration, Application 
Programming Interfaces (APIs) are key 
to linking systems together. Thanks to 
the standardization of the exchanges of 
data, systems are able to talk to each 
other and bring together what would 
otherwise be islands of data/functions 
into unified processes. 

Our benchmark firm indicated that their 
organization was “more and more dependent on 
APIs from software partners”. They also indicated 
a real concern for security in APIs as these 
integrations flowed through all their networks. 

Given the growing importance of APIs, we 
decided to see how prevalent and important 
these were with medium- and small-sized 
businesses. 

How dependent are you on APIs for 
integration?

Surprisingly, few members of our group felt 
they had much dependence on APIs. 

• “Don’t use them.”
• “Not applicable.”

• “Don’t have them.”
• “A few. Not many.”
• “Not very dependent. Less than five per cent.”

Was this true? One of the CIOs we talked 
to had a different answer after they thought 
about it for a moment. His first response 
was “not so much”. A few moments later, 
it became: “when I think about it, most 
integrations run on API’s”.

How do you ensure the security of 
APIs?

Not surprisingly, few of those professionals 
we interviewed had strong ideas about this. 
One member of the group that uses APIs for 
an outside application had a requirement that 
these be “scanned at least once a year by an 
independent third party.”

This outside verification seems to be the only 
viable method known to this group. Others 
indicated that they wouldn’t really know how 
to verify the APIs. Most thought they were at 
the mercy of the vendor. 

• “Wouldn’t know how to trust them if we didn’t 
write them ourselves.”

• “You can do your own analysis before going 
with an application. But you have to trust the 
vendor. They’ll tell you what they tell you.”

• “If our suppliers aren’t compliant, what can you 
do?”

UNKNOWN EXPOSURES

While we fully accept that the CIOs 
interviewed thought they have a very limited 
exposure, this is one of the opinions we belive 
may be wrong. There are a significant number 
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of APIs exposed on a number of systems. 
These do constitute a security problem in our 
opinion. A number of recent and high profile 
problems have been associated with APIs and 
standard interfaces exploits. 

This is one area where our sample was light years 
behind their larger counterpart. Our benchmark 
organization had moved beyond simple validation 
of APIs to starting to ask some very relevant 
questions and is looking at it very carefully.

“Under investigation. Need to encrypt 
transport. Tokens and certificates should sign 
the transactions. But it needs to work on both 
sides. We ensure it is them. Do they ensure it’s 
us? The service provider should be validating 
customers. Someone else could pretend to 
be us. I’m subscribing to services — I would 
expect they have a TLS. For example, the 
Salesforce API is protected by TLS. We have a 
certificate that tells us that it is Salesforce. But 
if someone spoofs us what happens?”

Clearly this is an area where greater investigation 
and some education are called for.

 

MOBILE AND BYOD

A frequent concern with regard to 
security comes from the explosive 
adoption of mobile devices. A 
secondary but important factor is the 
rise of a consumer-type mentality 
among employees. In their desire 
to gain what they perceive as the 
benefits of mobility, they are willing to 
cut corners and sometimes to ignore 
security concerns.

We heard that loud and clear in the responses 
to our introductory questions. Given that, it’s 
no surprise that BYOD programs are not 
big among members of our group. What 
they have is more “corporately-owned with 
exceptions”. Most of the companies we 
talked to defied the current wisdom that 
companies are all moving to BYOD. Most of 
them have rejected BYOD or have what one 
described as “l imited BYOD”. 

• “95 per cent corporate owned. Blackberry 
shop. Only about 5 per cent Apple.”

• “Looked at BYOD. Opted for company-owned 
standard phones. BYOD is too complex to 
manage.” 

• “Company owned and restricted to Apple or 
Blackberry.”

• “Company owns most of the phones. Some 
people own their own handheld and use email. 
That’s it.” 

• “Limited BYOD. Still a BlackBerry shop. 
Extended services to IOS. No Android. We feel 
more secure on Notes and BlackBerry — fewer 
to attack.” 

It’s not that these companies are inflexible. 
Three of the companies that we talked 
to spoke of actively consulting with their 
employees in developing policies. Most of 
the remaining companies accepted that they 
had neither the tools, the policies, nor the 
organizational clout to stringently enforce a 
policy. 

How do you ensure compliance?

We’ve all heard a lot about employees who 
will no longer stand for IT restrictions on 
their personal devices. One of the companies 
claimed to be able to enforce compliance with 
strict policies, making that statement  
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“…Audits. The “big stick” is discipline up to 
and including dismissal.”

For most, the big stick is not that big at all. 
Some companies acknowledged that “rogue 
devices” exist but refuse to support them. 
Others let personal devices access mail but 
nothing else. Many of them are struggling,  
“… we use our firewall to manage. Private 
Wifi. Certain employees require access — we 
log them in. Still have DropBox even though 
we discourage it. When employees find a 
better solution, they will use it.”

One reason that IT can’t really totally enforce 
compliance is that executives or those who 
have the power to defy IT are engaging in 
the rogue activities. There was only one clear 
example in our group, but it matches anecdotal 
evidence from a number of earlier roundtable 
discussions. Executives are often the first to 
break IT polices or demand special treatment 
despite the problems that might ensue. As one 
member of our group noted, “Executive iPads. 
You can’t manage these on the BES. Corporate 
mail. We don’t support “rogue devices.”

Executives may have led the charge, but the 
reality is that many companies are struggling 
to try to maintain some semblance of control 
but also trying to be accommodating in their 
Mobile Device Management. The approaches 
they have taken towards development of Mobile 
Device Management policies illustrate this.

MOBILE DEVICE MANAGEMENT

Do you have a formal MDM Policy?

Not surprisingly, our benchmark company 

has a policy that has been in force for over 
two years. Yet few of the others actually have 
a formal policy. Only one indicated that the 
reason was intentional. They were not in favour 
of a policy, as “Policy is a two-edged sword.” 

But for those who are moving forward on a 
policy, we could see how they were struggling 
to make it flexible enough to gain acceptance.

• “We are looking at a device management poli-
cy. If we don’t allow the employees to connect 
with a personally-owned device, they will just 
find another way to do so that will be less 
secure. BYOD and COPE — flexibility versus 
security.”

• “We do not have a firm policy. Semi-formal. 
Used to be BlackBerry only. Now some iPhone 
and a little Android.” 

• “We are looking to implement a personal-use 
policy, but it’s dragging its feet in HR and Legal. 
IT only wants to ensure security.”

Many of these companies have one of the 
three options for Mobile Device Management 
(MDM) strategies in place. We asked what 
they have in place today and how they felt 
about their current system.

A few have Active Sync or used Exchange 
tools.

• “Use ActiveSync. We can wipe the device. We 
force the use of passwords on the device.” 

• “Use exchange tools for mail. This allows us to 
encrypt and wipe devices.” 

• “No MDM. Still struggling to find one we like.” 

A few had BES Services with varying degrees 
of success in using it.

• BES MDM. Have struggles with it. Difficult to 
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isolate problems. Use exchange/anti-virus. 
Takes a long time to solve when these all don’t 
work together. BES is improving. Still believe 
in BES for MDM. It will soon provide fully-man-
aged IOS and Android support.” 

• “We have a BES server. Can wipe devices 
remotely.”

• “Applications we have rolled out, we regulate 
compliance on the device. New BlackBerry 
hub — separates business and personal and 
provides a workspace only mode — no access 
to it personally.”

Others had BES as part of a number of MDM 
solutions. Our benchmark company had 
several systems as one might expect from 
a company of that size responding to the 
question with:

• “MDM? Several. Mobile Iron and BES are pri-
mary. Have others. We have different backend 
systems around the world. (Our challenge is) 
finding a system single system that will work 
with all our systems.”

But another interviewee in our sample had 
multiple solutions as well, only this time with 
a shrinking legacy BES component: “Active 
Sync, JAMF (Casper Suite) for Mac and BES 
for the remaining BlackBerries. Androids are 
for testing only.”

MOBILE APPLICATIONS

Given the struggles with personal use and 
personal-use policies, we tried to determine 
whether companies made effective use of 
mobile applications, either their own or from 
others. A few of our respondents do not allow 
mobile apps at all. The majority are taking 
steps towards making services available on 

mobile devices to employees and customers. 
Nothing stood out as leading edge and 
strictly speaking, these are not really 
applications in so much as they are mobile sites. 

• “We have web apps but not mobile specifically.”
• “We have some industry standard mobile 

apps.”
• “Web apps – that’s what we use for mobile.”
• “Use the ERP vendor’s framework for mobile 

apps. It already has the hooks.”
• “Already have a pretty sophisticated mobile site 

for ‘grazing’. Version II is coming with Adobe DPS 
(Digital Publishing Suite) for monetizing content.”

How did participants ensure the quality and 
security of these applications? Only our 
benchmark company had a strong architectural 
approach utilizing “Governance. Bring risk 
and security into an architecture review 
board. Constructs of development undergo 
scrutiny early in the development cycle.” 
The companies in this group relied on their 
standard development and testing regime. 

BROWSERS

We were interested in the security 
concerns and challenges presented by 
browsers. 

Do browsers present any unique 
security concerns?

Some answers were humourous, but the 
attempt at levity really showed the challenges. 
Any connection with the Internet poses some 
kind of security or privacy challenge.
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• “They go on the Internet, don’t they?”
• “Laughs… I wish I didn’t have to answer that. I 

use them all day long. They collect information, 
they store information — whether they say it 
or not. They still have it and they pass it on to 
their sales organization.” 

But clearly, browsers bring their own special 
challenges:

• “Versions are a challenge.”
• “Changes every time the browsers change.”
• “Add-ons. Other than that I hadn’t thought of it 

much.”
• Data exploits. Internally it’s an issue. IE in 

particular. Not as big an issue with customers. 

IMPACT OF BROWSER  
VERSIONS, UPDATES AND 
MAINTENANCE

Standard security practice is to ensure that 
you apply all patches and updates to software. 
With browsers, this is not always possible. 

• “Older devices that can’t upgrade forces them 
to stay on earlier and less secure versions of 
software. Had to keep IE6 — highly vulnerable.”

• “High. Some apps require old versions. Some 
legacy apps can’t handle newer versions. Se-
curity requires us to upgrade. It’s a Catch 22.” 

• “We push versions out when needed. Vendors 
may not support the right version, so we run older 
versions. Different applications require different 
browsers. Can’t access one with Firefox — have 
to use Chrome. Means multiple browsers on each 
machine. Configured differently on each machine.”

• “Biggest concern is that some apps require 
browsers but those apps have not kept up with 
the times, i.e. they require earlier IE versions 
that are not secure.”

Nor was there any agreement in our group 
as to which browser is most secure. IE was 
noted as having challenges, but Firefox and 
Chrome also have their detractors.

• “Neither Chrome nor Firefox require admin 
privileges to update. So you never know what 
is updated.” 

• “Firefox is not allowed. Chrome and IE are 
allowed.”

Multiple browsers and multiple versions 
present some real challenges to security 
and make the job of maintaining them more 
difficult. For some, standardization is the 
solution, but this only seem to work for one or 
two of the companies we spoke with.

• “Standard version of dominant browser. Force 
everyone to the same version. Takes away 
the inconsistency, with the same level, same 
version. And we deal with security by making 
sure the same patches are applied.”

• “Increases complexity and cost. Three 
browsers on each machine: Chrome, Firefox, 
Safari/IE depending on platform.”

Nor is it easy for some to maintain a standard, 
as illustrated with this quote. 

“IE is the standard, but when employees get 
to a website that says their browser is out of 
date, some helpful IT guy will install Chrome 
or Firefox, neither of which needs admin 
privileges to update. So you never know what 
is being updated.”

So even something as simple as the 
browsers used present some real challenges 
for medium- and small-sized companies. 
Our benchmark company was once again 
far ahead considering some of the new 
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challenges: … (We need to) tokenize on the 
browser. More applications are embedding 
NoSQL into the browser.”

But if our sample group is challenged today, 
more is to come.

STANDARDS AND 
REGULATIONS
Through the responses to the 
introductory questions, we saw that 
companies are struggling to keep 
up. We wanted to dive a little deeper 
and try to determine which standards 
and regulations make it more difficult 
for security. When we envisioned 
the questions, we were thinking 
solely about external standards and 
regulations, but many companies 
mentioned internal standards and 
regulations as well.

What standards make security 
more difficult?

PCI was frequently mentioned. Both 
external and internal audits were mentioned. 
ISO 2001, CASL and Privacy were also 
mentioned.

While most shared with us what makes 
security more difficult, one company thought 
that standards and regulations, particularly 
ISO 2001 makes security easier and 
establishes a “pan-Canadian standard.” 

As mentioned earlier, this CIO had actually 

sold his company on using adherence to this 
standard as a marketing differentiator. 

Do you do regular security audits?

Our companies were split down the middle 
on this. About half had regular reviews for 
security and disaster recovery or are currently 
establishing a timetable. Those who were PCI 
compliant reported regular audits.
 
Do your clients insist on security 
audits?

Beyond PCI compliance, few of the 
organizations in our study had clients that 
insist on audits. When they did, it was for one 
of two purposes: special business deals or 
government compliance.

• “When we do some big deals, other IT depart-
ments may ask about this. “

• “Clients ask in RFPs but then don’t insist. Curi-
ously, they ask if we do audits. They don’t ask 
if we passed.”

Our benchmark company, being a financial 
institution, was faced with regulatory reporting 
that included security. But another of our 
sample was required to submit to an annual 
provincial audit. Their comment was most 
interesting and showed a growing potential 
interest in this area.

“The office of the Auditor General audits us 
annually. That`s interesting that given that 
government cutbacks have reduced the 
number of audits in other areas and that they 
use remote technology to be more efficient. 
This year the auditor remarked, “We are 
changing our focus and are focusing less on 
financial and more on systems.”
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INFORMATION OVERLOAD 

Given the challenges that our 
participants noted, we wondered how 
they keep up with the ever-increasing 
flow of information on this subject.

How do you keep up to date? 

• “It’s hard. The security officer does a lot. They 
have people to spread out the work to. Net-
work people are focused on security.”

• “I read a lot. Search based on key terms using 
feedly.”

• “Industry associations and conferences. First 
security conference in Chicago in July. NSA 
and FBI were there.”

• “Summit. Trade shows. Vendors.”
• “Blogs. Microsoft (Remote Assistance). Read a 

lot of blogs. CCRIC (Canadian Cyber Incident 
Response Centre).

• “Good relationship with our security consul-
tant. Networking, industry events, news — like 
Reddit.`”

• “Roundtables like IT World Canada offers. 
Emails. Webinars. Reading blogs. Talking with 
some security people in the industry. Want to 
take some courses.“

• “Twitter.”
• “We don’t have anything corporately. Re-

quirement but no mandate. Peers are a major 
source of information. Look to a number of 
meetings that feature anonymous closed door 
sessions and interchange with peers.”

Vendors are also a source of information but 
are viewed with some suspicion as is the 
Internet in general. For both of these sources, 
companies might require additional validation.

• “Suspicious of vendors but will talk to their 

customers.”
• “A few vendors that I trust — but I still verify. 

Don’t go and do Google searches on security.” 
• “Don’t trust anything on the Internet. Validate 

with someone that I trust. Maybe two or three 
people.”

• “Each vendor has his or her own version. Pull 
their threat reports from millions of machines. 
No standardization between them. Each will 
call the same thing something different. Inde-
pendent third—party source that normalized 
them all would be great.” 

Who do they trust? While some may distrust 
Internet sources, reputable publications 
and experts are trusted. Those mentioned 
included Business Week, Mashable, Gartner, 
and IT World Canada. 

SPENDING

Few of those interviewed knew how 
much they were spending on security. 
Most agreed that they need to spend 
more. Most answered, “don’t know” or 
“no idea”. 

Those who thought they knew (two 
participants) mentioned five per cent or 
less of the IT budget. Curiously and without 
prompting, this is approximately what Gartner 
had estimated in 2011. 

One thing they all agreed on? Spending will 
increase:

• “It’s not enough.” 
• “Growing. More fear.”
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• “Growing in the next 18 months especially.”
• “Increasing drastically over the next few years 

and then levelling off. If we are going down the 
ISO route, there are costs such as hiring a con-
sultant for ISO. Need that to manage scope, 
need an expert. Once that’s done, it’s relatively 
easy. Then you need policies.”

• “Growing — quite a bit.”

Only one qualified their statement with “That 
depends on the education of the executive.”

SPENDING PRIORITIES

Providing that they can educate their 
executive and free up spending, where will 
that money go? There was no shortage 
of suggestions and these covered almost 
everything we had discussed in our interviews. 
Each had a list of items:

• “PCI Compliance Intrusion detection and pre-
vention, phishing.” 

• “Mobile. Single sign-on. Multi-factor authenti-
cation.”

• “ISO audit. Keeping up to date. More confer-
ences this year on DR and Security.”

• “Need to put in the appliance (Palo Alto). Net-
work traffic management. Attacks take a long 
time to investigate. Harden our network. Go to 
the next steps. “

• “Education. Two-factor authentication.”
• “Planning and risk assessment.”
• “Using a more secure way of sharing. Replac-

ing Dropbox. MDM. Single sign on. End point 
protection and backup.“

• “Trying to stay ahead on a daily basis.”

SUMMARY

We end this where we began. Security 
is a constant challenge. Those who 
are responsible for it in medium- and 
small-sized companies take it very 
seriously, but often feel that no “matter 
how much we do, it’s never enough.” 
No matter how fast we run, someone 
out there is running faster. So maybe 
the advice of our companies is as good 
as it gets. How do we manage? One 
day at a time.
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