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Introduction

W 
elcome to Cloud For Dummies, IBM Midsize Company 
Limited Edition. Cloud computing offers enormous 

benefits to companies in the midmarket. Midsize companies 
can leverage the flexibility of cloud computing to effectively 
compete against much larger competitors. By being able 
to leverage sophisticated business services without capital 
investments, midsize companies can innovate and experi-
ment with new business models, new partnerships, and new 
ways of building customer intimacy. No matter what size your 
company is, you simply can’t afford to continue with business 
as usual. Your company needs the flexible, elastic, and self-
service computing resources to support business change.

Midsize companies need to understand how cloud computing 
is valuable to many different constituents within their orga-
nization. Business leaders are partnering with IT to leverage 
new and emerging best practices offered by cloud computing 
providers. Through the use of cloud computing, even a small 
IT team can become a leading contributor to the business by 
helping make the company more responsive and proactive in 
the marketplace. The benefit of cloud computing for IT lead-
ers is that it actually is an invitation to the boardroom for the 
IT manager who learns how to leverage the cloud to enable 
the business to be more flexible and responsive to client 
needs and new market opportunities.

Of course, as in any business initiative, one size doesn’t fit all. 
There are situations when it is more appropriate to manage IT 
resources internally. However, in many situations, cloud ser-
vices provide the economies of scale that a midsize business 
couldn’t achieve on its own.

This book gives midsize companies some insights into what 
it means to create flexible pools of computing resources that 
break down silos in your company so you can perform in a 
smart and proactive manner.
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About This Book
Much confusion is circulating in the market about how cloud 
computing can effectively and safely transform businesses 
of all sizes. Well-designed cloud computing services ranging 
from e-mail to collaboration and analytics can become a pow-
erful business tool. Many companies want to be able to have 
pools of computing resources based on a self-service model 
so they can grab important opportunities without lengthy 
implementation cycles. This book helps put this model of 
computing into perspective for both the business and techni-
cal leaders.

Foolish Assumptions
This book is useful to many people, but we have to admit that 
we did pick a segment of the world to focus on for Cloud For 
Dummies, IBM Midsize Company Limited Edition.

Here’s who we think you are:

 ✓ You’re already using some forms of cloud computing and 
are planning a long-term strategy. Perhaps we’re preach-
ing to the choir. You understand that the benefits of 
using all kinds of flexible cloud computing models is your 
secret weapon against less agile competitors.

 ✓ You’re a business person who wants IT resources to be 
a utility that’s optimized to leverage what you’ve already 
paid for. You want IT to serve your business needs — 
you want to be able to execute your strategy on your 
timetable. You want IT to be your partner in innovating 
for the future.

 ✓ You’re an IT leader who knows a lot about technology 
but aren’t sure precisely how cloud computing works. 
You want to understand both the benefits and risks. You 
need to understand how cloud computing changes IT and 
what you need to do to support the business with cloud 
computing as an important enabler.
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 Introduction 3

How This Book Is Organized
This book isn’t intended to be an exhaustive technical manual 
on implementing and managing cloud computing. Instead, we 
give you a taste of the concepts and approaches you need to 
consider when embarking on your journey to cloud computing.

We’ve organized this book into six chapters:

 ✓ Chapter 1 gives you an overview of why cloud computing 
makes sense for midmarket companies. We examine both 
the business and technical benefits.

 ✓ Chapter 2 provides you with an understanding of the 
technical foundation for cloud computing, including a 
discussion of Infrastructure as a Service, Platform as a 
Service, Process as a Service, and virtualization.

 ✓ Chapter 3 delves into the economics of cloud computing. 
What will it mean in terms of what you will spend and 
what you won’t have to spend to gain value?

 ✓ Chapter 4 gets practical explaining what it means to 
manage workloads in the cloud and to provide your cus-
tomers with the right level of service.

 ✓ Chapter 5 tackles the important issue of security and 
governance. How can Cloud actually make your company 
much more secure than it is today? How can you manage 
expectations for security and accountability?

 ✓ Chapter 6 gives you a road map for planning your jour-
ney to the cloud as a midsize company.

Icons Used in This Book
The following icons are used to point out important informa-
tion throughout the book:

 

Tips help identify information that needs special attention.

 

Pay attention to these common pitfalls of managing your  
private cloud.
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This icon highlights important information that you should 
remember.

 

This icon contains tidbits for the more technically inclined.
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Chapter 1

Adding Cloud Computing 
Value to Midsize 

Companies
In This Chapter
▶ Understanding cloud computing

▶ Finding out the business benefits for midsize companies

▶ Feeling the impact of cloud for your industry

▶ Knowing the technical benefits of cloud computing

C 
loud computing is emerging as one of the most impor-
tant transformational trends in business and computing 

of the decade. While this may sound like a bold statement, we 
believe that cloud computing allows midsize businesses to 
compete on an even playing field with companies that are ten 
times their size. Think about it this way: A really big compa-
ny’s strategic advantage is that it has the financial resources 
to add new capabilities, add new product lines, and reach new 
markets quickly. It also has a critical mass of skills in key IT 
areas. The typical midsize business often has to play catch 
up. However, cloud computing changes the playing field and 
turns the competitive environment on its head.

In this chapter, we provide an overview of what cloud com-
puting is and how it allows midsize businesses to have the 
agility, flexibility, and innovation to take on much larger com-
panies without massive capital expenditure.
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Defining Cloud Computing
Cloud computing is a method of providing a set of shared com-
puting resources that include applications, computing, stor-
age, networking, development and deployment platforms, and 
business process. Cloud computing turns traditionally siloed 
computing assets into a shared pool of resources that are 
based on an underlying Internet foundation. Cloud comput-
ing makes these resources easier to use by supporting a self-
service model so resources can be acquired or provisioned 
based on need or assigned business rules. At the same time, 
a business can use just the resources it needs to complete 
a task. After that task is completed, those resources can be 
returned to the pool.

Equally important is that the cloud provides a new economic 
model of computing. Instead of purchasing, managing, and 
maintaining a server environment, a business is able to 
purchase computing on a situational basis, avoiding capital 
expenditures. If a company has already invested in an inter-
nal computing environment that best serves the needs of the 
business, portions of that environment can be transformed 
into a private cloud environment with the same self-service 
and service management characteristics as a public cloud ser-
vice. In both cases, the cloud provides elasticity that allows 
the pool of resources to expand or contract based on need. 
(See the section “Looking at the Technical Benefits of the 
Cloud” for more information on elasticity.)

Most businesses today are already using some kind of cloud 
service even if they don’t realize it. For example, any com-
pany that uses ADP for payroll services is using a cloud-based 
service. A company may use online data backup or storage 
services that live in the cloud. If employees in your company 
use Google’s e-mail or LotusLive, they’re using cloud com-
puting. Many companies find it very cost effective to use 
CRM systems to support their sales and marketing efforts. 
Products like Salesforce.com and SugarCRM are becoming 
commonplace in many medium-sized companies. In addition, 
companies are increasingly relying on compute cloud services 
to provide them with occasionally needed resources instead 
of buying extra systems for peak service requirements (for 
example, major holidays or new service offerings).

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



 Chapter 1: Adding Cloud Computing Value to Midsize Companies 7

Seeking Out Business Benefits 
for Midsize Companies

One of the challenges for midsize companies is the need to 
remain competitive. Often large multi-national companies will 
try to expand into new market segments that can threaten the 
midsize company’s traditional customer base. To continue to 
be competitive, midsize companies have to offer new business 
services that allow them to keep their loyal customers. But new 
offerings cost money, and innovation and experimentation can 
be costly.

How does the typical Vice President of Information Systems 
in a midsize company both expand services while restraining 
spending? Midsize companies are finding that cloud comput-
ing offers the greatest potential to provide a near-term solu-
tion. Why does the IT leader come to this conclusion? There 
are three primary reasons:

 ✓ The CIO in collaboration with the CEO and Chief Marketing 
Officer can design a strategy that leverages Internet-based 
offerings that can change based on the preferences of the 
customer. If the midsize company can be more nimble 
than larger companies with more money and resources, it 
can then remain competitive. Cloud computing allows the 
company to add more services when needed and to dis-
continue them if a new program doesn’t work.

 ✓ The CIO may see opportunities to partner with other 
businesses in the community to offer the types of ser-
vices that the bigger companies don’t have the flexibility 
to attempt. Using a set of cloud-based collaboration and 
business process services, the midsize company can 
begin experimenting with various partnerships to see 
which ones will work without purchasing additional serv-
ers, software, and networking services.

 ✓ The CIO may understand that additional opportunities to 
consolidate the existing IT environment by adding virtu-
alization will allow the company to get rid of some serv-
ers and make the existing environment more efficient. By 
standardizing the existing server and software environ-
ment and automating existing routine processes, the CIO 
can take out costs and invest in new services that don’t 
involve capital expenditures.
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It isn’t always easy to come up with new strategies when com-
petitive threats are expanding. The ability to leverage the cloud 
to try new strategies without capital expenditures allows the 
midsize company to compete more effectively with larger orga-
nizations. The ability to experiment with new offerings while 
saving money helps an innovative midsize business to thrive. 
Therefore, being able to have the same access to sophisticated 
technologies as larger competitors helps level the playing field 
for the midsize business. The combination of using cloud ser-
vices while streamlining its internal server environment sets 
the company on the right path for future growth.

Impacting Your Industry
Each industry is different. Many different technology require-
ments, regulations, and ways to compete and collaborate 
exist. However, all industries can experience substantial bene-
fits from leveraging emerging technical approaches like cloud 
computing to provide technical and business flexibility. In the 
following section, you look at three different markets and how 
each can be impacted by cloud computing.

Retail grabs the cloud
The retail industry is in the midst of major changes. Many 
large retailers have had substantial consolidation. These 
companies are leveraging many different channels to reach 
prospective customers. Midsize retailers are under increasing 
pressure to differentiate themselves so they can’t just survive 
but thrive.

 

Cloud computing services offer the most cost effective and 
flexible technique available to midsize retailers to innovate 
and differentiate themselves.

Retailers can use cloud-based collaboration platforms to 
provide both customers and partners with streamlined pro-
cesses that make it easy and more productive to do business 
together. Social business platforms that are cloud based  
can provide retailers with an innovative way to provide 
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 Chapter 1: Adding Cloud Computing Value to Midsize Companies 9
instant and proactive offers to targeted constituents. Because 
a midsize retailer has the ability to react more quickly, it can 
use cloud services to experiment with new go-to-market  
strategies.

For example, company management can leverage cloud-based 
analytics services to determine who the best customers for 
their products are and the best channels to reach them. They 
can analyze the results of social media campaigns and change 
those campaigns based on the analysis. This ability to lever-
age cloud services, such as a collaboration platform, social 
business services, and analytics in the cloud, is critical to 
the success of mid-market retailers. In addition, retailers can 
be prepared to add new computer, storage, and software-as-
a-service (SaaS) applications when they need them without 
investing in costly servers, storage systems, and a major sup-
port infrastructure.

A regional bank can roar
At first glance, a bank may not be able to do much to differen-
tiate itself. This can be a big challenge for midsize regional or 
community banks that don’t have the budgets and brand rec-
ognition of the major banking conglomerates. But these mid-
size banks can compete in the market by being more nimble, 
adding innovative services. 

Often the midsize bank doesn’t have the computing resources 
of its bigger competitors. With cloud computing services, 
the midsize bank can provide a variety of innovative services 
ranging from mobile device support, online credit services, 
and the ability to provide streamlined business processes as 
a service. If the bank had to build its own services to handle 
these new services, it would require the company to buy a lot 
of equipment and spend time implementing those services. 
With cloud-based services, the bank can experiment with new 
ideas and new service delivery models in a fraction of the time 
and at a fraction of the cost. Midsize banks can easily offer the 
same or in some cases even more streamlined services than 
their bigger competitors with cloud services.
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Healthcare excellence  
without the pain
Providing excellent quality of care while managing costs is a 
huge challenge to both large and midsize healthcare organiza-
tions. While large healthcare networks have access to huge 
internal resources, the midsize healthcare practice has to 
be resourceful in order to provide a high level of care with-
out carrying huge overhead. Patients are drawn to midsize 
practice groups because of the quality of those professionals 
and the ability of those groups to relate to patients. If these 
practices combine this level of patient service with cloud-
based services, they can gain an advantage over larger, more 
bureaucratic organizations.

What type of cloud services will fit the bill for midsize health-
care organizations? These organizations can use cloud-based 
services that can store large complex images, such as MRI 
scans and X-rays. This allows a physician to have instant 
access to virtual information on demand. Storage-based ser-
vices are available in ways that allow the use to expand and 
contract depending on the specific situation.

For example, a physician may be working on a case that 
requires a huge number of X-rays that need to be accessed 
from many different locations. After the situation is finalized, 
those records can be stored offline. Likewise, a midsize health 

Let’s go mobile
Mobile computing is becoming a 
mainstay of healthcare organiza-
tions. Secure mobile services in the 
cloud can provide the ability for prac-
titioners to access patient records 
instantly. Midsize practices have an 
additional challenge of managing the 
business processes, such as sched-
uling, billing, and reporting to regu-
latory agencies. With cloud-based  

services, the overhead is dramatically  
reduced. These cloud-based SaaS 
offerings incorporate best prac-
tices into the foundation. In this way,  
the midsize company can take 
advantage of the approaches to 
service delivery that had once  
been affordable only by the largest 
organizations.
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 Chapter 1: Adding Cloud Computing Value to Midsize Companies 11
organization can leverage a cloud-based analytical service 
that allows providers to analyze test results and compare 
those results to publically available information very quickly. 
If the organization had to purchase all the hardware, software, 
and services needed to do this level of analysis it would be 
unaffordable. Therefore, the midsize practice has access to 
the latest technology that had only been available to the big-
gest healthcare providers in the past.

Looking at the Technical 
Benefits of the Cloud

Some fundamental technical characteristics of cloud comput-
ing provide value to you and your company. Those areas are 
covered in this section.

Economies of scale
One of the important technical advantages of cloud com-
puting is its ability to allow many companies to share in 
advanced technical and best practices expertise. For example, 
a single midsize company probably can’t afford to hire all of 
the most experienced IT security personnel it might need. By 
leveraging a commercial security cloud service, many midsize 
companies can share the benefit of this expertise without 
spending a fortune.

Elasticity
One of the great technical benefits of cloud computing is the 
ability to use just the resources you want when you need 
them — called elasticity. How does this happen? In a tradi-
tional server environment, you get a physical system that’s 
designed with a certain amount of power and storage. You’ve 
done your homework and decide that for your needs for the 
coming several years this server will do the trick. However, 
what often happens is you either underestimate what you 
need or you buy too much. With cloud computing, you can 
purchase everything from computing resources to storage 
and bandwidth based on what you need right now. You may 
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be working on a pilot program to create a new partnership, 
and rather than purchasing a set of servers to support what 
may be a temporary project, your team uses a cloud comput-
ing provider that rents you the capacity you need. You can 
rent that capacity for a day, a month, or for years. You pay for 
what you use. To understand the technical details of what’s 
behind making elasticity work, read Chapter 2.

Self-service and metering
Elasticity (see the preceding section) is practical for organiza-
tions because of self-service, which is basically a cloud-based 
service set up with an interface that allows the developer to 
request an amount of computing service, storage, or a seat 
or license for one user. You can think of self-service as you 
would an ATM at a bank. Rather than walking up to a teller 
window at a bank to deposit your check, you walk up to a  
self-service display, input your check, and it’s deposited into 
the bank.

Self-service in cloud computing works exactly the same way. 
Of course, nothing in business or life is free. When a company 
goes to a self-service interface and provisions some service 
from a cloud computing vendor, there’s a billing processing. 
You will be billed on a unit basis for what you use. These ven-
dors have many different usage plans — you can pay for each 
instance of service you purchase or you can rent the service 
based on increments. The idea is that you will be billed only 
for what you use. And it isn’t just computing or storage ser-
vices that work this way.

For example, you may want to test a new application to make 
sure that it works as advertised. A testing service can be 
used to test an application for an hour or a month. Likewise, 
a company may want to use an analytic service to calculate a 
complex algorithm. Rather than buy the analytic software, the 
company pays for the number of times that analytic software 
service is used.

Business process services
While many cloud services give you the opportunity to create 
new software or leverage a capability, business process services  
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offer companies a specific solution. A business process service is 
a codified best practices approach to completing a repeatable 
task. A cloud-based business process service may be a billing 
service, a human resource management process, or a claims 
processing service. Thousands of process services are available 
as cloud services that can help companies manage complex 
processes without having the systems within their own physical 
environment. Typically a self-service interface lets the manage-
ment team use the service and even customize it for its needs.

Security and management  
services
Cloud services don’t live in isolation — instead, over time 
they become a normal part of doing business. Therefore, 
it’s essential that these various services work together so 
employees, partners, and customers get a consistent level of 
service. At the same time, these services need to be delivered 
and managed with the right level of security that protects the 
privacy of the customer and the security of a company’s intel-
lectual property. No company considering cloud computing 
services should get started without a well-planned security 
and service management strategy. In Chapter 5, we give you 
a lot more detail on how to think about security and service 
management.

Collaboration services

 

One of the most important benefits of cloud computing is that 
it provides an ideal platform to enable collaboration between 
employees, partners, customers, and suppliers. A wide range 
of important collaboration services exist, including services 
that allow a team to work jointly on a document to conducting 
an interactive web-based training session.

Collaboration services also support the exchange of ideas via 
a social business community. Social business collaboration 
environments are evolving into a cost-effective and dynamic 
way to market and communicate with important constituents. 
Collaboration services enable you to identify the right experts 
at the right time to dynamically support your business goals.
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Chapter 2

Fundamentals of the Cloud
In This Chapter
▶ Defining public, private, and hybrid clouds

▶ Understanding infrastructure, platform, and software as a service

▶ Knowing when to say no to the cloud

▶ The ins and outs of virtualization

A 
s soon as you start reading about cloud computing, you 
run into the words public, private, and hybrid in refer-

ence to deployment models and the phrase as a service an 
awful lot. There’s also a word called virtualization that seems 
to be bandied around quite a bit when people talk cloud. In 
order to be an informed consumer of cloud services, it is 
important to understand these technicalities.

In Chapter 1, we defined what the Cloud is and what it can 
mean for midsize companies. If you read that chapter, you 
probably realize some real benefits in leveraging this platform 
to increase the flexibility of computing. Before embarking on 
purchasing cloud services it is important to understand the 
kinds of cloud models that are out there as well as the way 
cloud services can be delivered. Cloud computing isn’t the 
solution for every problem. So, in this chapter, we cover the 
foundational technologies that may become a part of your 
cloud strategy.

Defining the Three Cloud Models
When people use the word Cloud in the context of computing, 
they’re really referring to three different kinds of deployment 
models: public, private, and hybrid. What kind of deployment 
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makes the most sense for you depends on what your com-
pany needs to support your customers. We talk more about 
this in the last section of this chapter, “Knowing When Not to 
Use the Cloud.”

First, let’s go into a little bit of detail about each of these 
cloud models so you can get a better handle on your choices. 
As we mentioned in Chapter 1, the cloud embodies the follow-
ing basic characteristics:

 ✓ Elasticity and the ability to scale up and down

 ✓ Self-service provisioning and automatic de-provisioning

 ✓ Resource pooling

 ✓ Billing and metering of service usage

 ✓ Services including business process services

What separates the three cloud models is who actually owns 
the compute power.

The public cloud
When people started talking about the notion of the Cloud a 
number of years ago, most were referring to what’s now called 
a public cloud. The public cloud is actually a set of hardware, 
networks, storage, services, and interfaces owned and oper-
ated by a third party for use by other companies. The huge 
scale of the data centers that provide these services is what 
provides the elasticity and flexibility discussed in Chapter 1 of 
this book. Also, cloud-managed service providers, because of 
economies of scale, can staff deep IT skills in specialty areas 
like security so you don’t have to. 

For example, a company may decide to use a public cloud 
service for a workload, such as electronic mail (e-mail). Why 
is e-mail such a good candidate for a public service? E-mail 
is a relatively simple application with a simple workload. 
Companies that specialize in public cloud e-mail services can 
optimize their hardware and software environment to sup-
port this type of workload. They can specialize in providing 
different levels of security — for a price. In reality, these com-
panies can provide e-mail services for a fraction of the price 
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that it costs to run and support an internal mail service. What 
enables the cloud provider economies of scale is a concept 
known as multi-tenancy, which means that different companies 
share all or some of the same underlying resources.

 

E-mail isn’t the only service to be put into the cloud. You can 
include security, too. Most midsize businesses would be more 
secure and cut costs if they leveraged cloud available secu-
rity services instead of trying to staff a number of IT security 
experts in house (also, development/testing, and cyclical or 
spikes in workloads). These are more a commodity service, 
so business executives see this as a logical service to be put 
in the cloud. For example, it will likely cost less to run this 
service in the cloud than to own and operate e-mail on a local 
server. It can be less expensive to run application develop-
ment and testing in the cloud rather than buying and configur-
ing servers. As long as the provider is trustworthy, companies 
are seeing the benefit of using this type of public cloud service.

In the public cloud model, the end-user really doesn’t have to 
know anything about the underlying technology. For example, 
for some services like testing and e-mail, midsize business 
may use its cloud provider as its de facto data center. In this 
way, the IT organization can focus more attention on mission- 
critical services rather than IT maintenance.

Business management needs to take responsibility for overall 
governance of data and/or services living in the cloud. Cloud 
service providers must provide a predictable and guaranteed 
service level and security to all their constituents. This ser-
vice provider is responsible for IT assets and maintenance. 
We talk more about this in Chapter 4.

What’s a private cloud?
In many situations a public platform (see the preceding sec-
tion) may not be the most appropriate environment for an 
organization. While companies like the freedom of the public 
cloud, they may need more direct control for a particular 
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portion of their IT environment. Perhaps they need increased 
security and overall ownership. So companies typically adopt 
what’s called a private cloud. 

A private cloud is a highly virtualized group of servers that sit 
behind a company’s firewall (see the section “Going over the 
Ins and Outs of Virtualization” later in this chapter). A private 
cloud is more cost effective for companies that already own 
a lot of computing resources that are the core of how they do 
business. Often these companies are able to actually sell their 
cloud-based services to other businesses.

What makes a private cloud different from a data center  
that includes some server virtualization? Check out these  
definitions:

 ✓ A private cloud includes automation of consistent pro-
cesses and a self-service interface that allows internal 
developers to provision — allocate IT resources on 
demand.

 ✓ A private cloud is highly automated in terms of how it 
manages pools of resources including everything from 
compute capability to storage, analytics, process man-
agement, and middleware.

 ✓ A private cloud offers a well-managed environment based 
on common services to improve the efficiency of the 
environment.

 ✓ A private cloud implements sophisticated security and 
governance capabilities specially designed for a com-
pany’s requirements.

 ✓ A private cloud is owned and operated by a single com-
pany that controls the way services are expensed to vari-
ous departments and partners.

 ✓ A private cloud controls the service level of the platform 
based on constituent needs and compliance requirements.

When would a midsize company implement a private cloud? 
Here is an example — a specialty retail company offers cus-
tomized made-to-order aprons. The company’s business is 
entirely virtual. It has a loyal following of consumers that pur-
chase its products for everything from birthdays to Mother’s 
Day. It needs to keep its costs under control and it needs a 
way to have a seamless online partnership with key providers, 
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such as shipping companies, materials providers, and the like. 
It also has important partnerships with other retailers.

The company decided that creating its own internal cloud 
would allow management to leverage the systems it had 
already purchased. The company implemented a state-of-the- 
art platform designed for its developers and partners. To 
ensure that the company was able to manage the highest level 
of security across these partners, it contracted with a man-
aged service provider. As the successful partnership grew, 
the company added a second managed service to monitor and 
manage the quality of service between partners. 

Understanding the hybrid cloud
A private cloud doesn’t exist in isolation from the rest of your 
servers and the public cloud. In fact, most organizations that 
adopt a cloud computing strategy discover that a hybrid 
approach fits well into their IT strategy. 

 

A hybrid cloud is a combination of a private cloud foundation 
with strategic use of public cloud services. A hybrid cloud 
often leverages services that run within your company’s 
server rooms, as well. 

A company with a private cloud may choose to combine some 
public services for capabilities that are commodity with pri-
vate services based on the ability to deliver fast innovation 
to their ecosystem. For example, there was a time when all 
sales automation software was implemented on a company’s 
premises. With the advent of offerings such as SugarCRM, 
companies are increasingly discovering that it is practical 
to pay a per-user, per-year price and leave the day-to-day 
management to a trusted vendor. But many companies also 
want to keep control over some of their most sensitive data. 
Therefore, they may choose to keep data about prospects on 
a private cloud. However, after those prospects become cus-
tomers, they may now store that data on their own premises 
in their own servers, which is the hybrid cloud model. Or, if 
a company is in a highly regulated market, such as financial 
services or healthcare, it may also want to keep that data on 
a private cloud, but utilize some public cloud services. Again, 
this example is a hybrid cloud model.
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Understanding Infrastructure, 
Platform, Process, and  
Software as a Service

There are four models for delivering cloud services. These 
models describe the kinds of services you can utilize in a 
cloud deployment model and are covered in this section.

Infrastructure as a Service (IaaS)
IaaS is one of the most straightforward services of cloud com-
puting. IaaS is the delivery of computing services including 
hardware, networking, storage, data center space, and even 
some utility software, such as a payment model based on a 
rental model. This means that the consumer of the service 
acquires a resource and is charged for that resource based on 
amount of resource used and the duration of that usage. The 
service may include dynamic scaling, so if the customer winds 
up needing more resources than expected, he can get them 
immediately. The consumer doesn’t manage or control the 

The community cloud
In some circles, people talk about 
a fourth kind of cloud deployment 
model called a community cloud. 
According to the National Institute of 
Standards and Technology (NIST) —  
a U.S. federal government agency 
established to design technology 
standards — a community cloud is 
one where the cloud infrastructure 
is shared by several organizations 
and supports a specific community 

with shared concerns. For example, 
organizations within an industry typi-
cally have common compliance, data 
backup/retention needs as well as 
common security and collaboration 
requirements. Industries are a natu-
ral fit for a community cloud. A com-
munity cloud can be managed by the 
organizations or a third party, either 
on or off premises.
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underlying cloud infrastructure but does control things like 
operating systems, storage, or deployed applications.

Additionally, the use of IaaS has led to innovation in licensing 
and payment models for software you want to run in these 
cloud environments. For example, some IaaS and software 
providers have created a “bring your own license” (BYOL) 
plan so you have a way to use your software license in both 
traditional and cloud environments. Another option is called 
“pay as you go” (PAYG), which typically integrates the soft-
ware licenses with the on-demand infrastructure services. An 
example of IaaS is IBM’s SmartCloud Enterprise.

Business users and IT developers are drawn to the ease of 
acquiring IaaS services. They simply go to a self-service inter-
face and an image of compute or storage services is provided 
almost instantly. The truth is that the traditional methods of 
acquiring computing resources simply haven’t kept pace with 
business urgency.

For example, in a three-week period, a development team 
may need extra compute and storage infrastructure, but pur-
chasing this for temporary needs makes no sense. Likewise, 
in some situations an online vendor may need extra com-
puting and networking capabilities during the holiday rush. 
Purchasing extra system resources based on something that 
happens three times doesn’t make economic sense.

 

Even at a few cents per CPU hour or Megabytes of storage, 
expenses can add up to significant cash. Even more compli-
cated are issues related to the ability to track IT governance. 
If a business user creates important content through an IaaS 
service, there’s no accountability. Moreover, almost no IaaS 
vendor releases usage logs to its customers. If a customer is 
storing data within a public IaaS platform, there’s typically no 
way to determine where that data is being stored. So you need 
to be aware of any potential compliance  issues before you 
embark on IaaS. For example, some military or government 
contracts may require that the data be stored domestically. 
This doesn’t rule out cloud solutions per se but means you 
have to discuss where the data is located to meet any specific 
needs you or your clients may have.
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Exploring Platform as  
a Service (PaaS)
Organizations expanding their use of cloud computing typi-
cally need a platform to create, deploy, and manage their 
cloud environment. An integrated environment that supports 
the development and management of cloud-based applica-
tions is called Platform as a Service (PaaS). PaaS is a packaged 
combination of infrastructure and middleware that can be 
used to develop, deploy, manage, and integrate applications 
in a public or private cloud environment.

 

According to NIST, PaaS is the ability to provide a computing 
environment and the related development and deployment 
stack needed to deliver a solution to the consuming customer. 
This means that a computing environment PaaS requires a 
complete stack of development tools that are accessible via a 
web browser.

The abstracted (where the details of implementation are 
hidden from the user) stack is designed to be cloud based so 
the developer can use a self-service portal interface to create 
enterprise applications without having to acquire and deploy 
platform tools. In order to provide this level of abstraction, a 
number of components have to be included in a PaaS platform:

 ✓ Foundational services: These make it possible for the 
developer to create applications without having to write 
to specific platform components (such as middleware 
and databases) because they’re built into the platform. 
Foundational services include design, development, test-
ing, security, databases, versioning, and the like.

 ✓ Integrated lifecycle services: In PaaS environments, 
it’s important to manage not only the development of 
an application but also the lifecycle of that application. 
While you can purchase individual development tools, 
the typical PaaS environment includes the software 
development tools, the testing environment, a workflow 
engine, configuration management, and applications 
management tools.

 ✓ Workload management services: A workload is an inde-
pendent service or collection of code that can be exe-
cuted. In a well-designed PaaS environment, the critical 
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elements need to be packaged so they can execute in the 
most efficient manner. But all workloads aren’t the same. 
There are batch workloads (processing large amounts of 
data), real time workloads (real time data feed), and ana-
lytic workloads (analyzing complex customer information). 
For more information on workloads, check out Chapter 4.

  For example, a company may get its network, hardware, 
storage, and operating system from its cloud provider. It 
now wants to build a CRM-type application on top of that 
infrastructure, but it doesn’t want to start from scratch. 
Using a PaaS, the customer could utilize preconfigured 
application development tools, databases, and templates 
to upload this application in a PaaS framework.

Examining Software  
as a Service (SaaS)
One of the first implementations of cloud services was 
Software as a Service (SaaS) — business applications that are 
hosted by the provider in a multi-tenant model and delivered 
as a service. SaaS gained initial traction in the customer rela-
tionship management (CRM) market and has expanded into 
many others including collaboration and analytics.

SaaS implementations have common fundamentals:

 ✓ Customer interest: The SaaS applications are general 
enough so many customers are interested in the service. 
Some examples of these types of applications include 
accounting, collaboration, project management, analyt-
ics, and content management.

  What doesn’t work as SaaS? A specialized one-of-a-kind 
application with a small number of potential customers.

 ✓ Ease of Use: If an SaaS application isn’t easy to use, cus-
tomers simply stop subscribing.

 ✓ Measuring and Monitoring: A SaaS application needs to 
include measuring and monitoring. This capability allows 
customers to be billed only for the actual usage of the 
software. This ability to align payments with usage is a 
key advantage of SaaS applications over traditional on-
premises applications.
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 ✓ Interfaces: SaaS applications should have published 

interfaces and an ecosystem of partners who can expand 
the company’s customer base and market reach.

 ✓ Security: SaaS applications have to ensure security of 
data and specialized configurations.

 ✓ Fast releases: Fast release of new features and capabili-
ties must be done without impacting the customer’s abil-
ity to continue business as usual.

 ✓ Data integrity: This fundamental includes providing tech-
niques for allowing data to migrate either to a private 
database inside the firewall or to a third-party storage 
capability.

Buying SaaS offers a number of obvious advantages for mid-
size companies:

 ✓ The price of the software is on a per use basis and gener-
ally involves no upfront costs from the service provider. 
(Of course, the reality is that your company may have 
some upfront work to do to get your data loaded into the 
SaaS application and you may have to deal with ongoing 
data integration between your internal and cloud data 
environment.)

 ✓ Businesses get the benefit of shifting capital expendi-
tures to operating expense. This allows for the expenses 
to be tied to immediate revenue sources.

 ✓ A business gains the flexibility to test new software on a 
rental basis and then can continue to use and adopt the 
software, if it proves suitable.

These reasons are why SaaS has caught on like wildfire among 
small and large companies alike.

 

There are many well-known SaaS services. These include 
SugarCRM, a sales automation service; Constant Contact, a 
marketing automation platform and collaboration services; 
TivoliLive, a service management service; and LotusLive, 
which includes social networking, e-mail, instant messaging, 
and the ability to share files and conduct online meetings.
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Business Process as a Service 
(BPaaS)
Another as a Service cloud delivery model is Business Process 
as a Service (BPaaS). A business process service is a codi-
fied best practices approach to completing a repeatable task. 
Some of these tasks/processes are so common that you may 
not even think of them as BPaaS. Rather, they’re an integral 
part of how business is conducted. Here are a couple of  
examples:

 ✓ Many companies use an online service to handle payroll 
services. While there are elements of SaaS, the primary 
driving force behind this type of capability is process. 
Some employees are paid weekly or monthly. There’s a 
process that’s standardized based on a company’s busi-
ness rules. An employee’s deductions based on taxes, 
social security, and his portion of benefits are automati-
cally deducted from the amount the employee is paid. 
But other complexities are thrown in the mix.

 ✓ Payment services must receive information from human 
resource systems that indicate changes in the employ-
ee’s salary amount (deductions for a leave of absence, a 
commission payment, or a salary increase). In essence, 
the entire process of managing payments to employees 
becomes a set of business processes that are embedded 
into the hybrid computing environment.

 

Why should midsize companies care? A potential big cost ben-
efit can be gained from outsourcing business processes (espe-
cially non-strategic ones) to a third party. These may include 
other forms of clerical activity, data backup and disaster 
recovery, or unified communications. The Apron company, 
for example, established a process as a service to handle its 
credit checking, shipping, returns, and billing process. This 
allowed the company to streamline what had been a manual 
and inefficient process.
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Going over the Ins and  
Outs of Virtualization

The discussion of the fundamentals of cloud computing 
wouldn’t be complete without an overview of virtualization, 
because virtualization is an important piece of the private 
cloud computing story. Virtualization is a technique for sepa-
rating resources and services from the underlying physical 
delivery platform or environment.

Most computer operating systems (including Linux and 
Windows) aren’t designed to efficiently handle workloads. In 
fact, the typical server is terribly inefficient. In the old days, it 
didn’t seem to matter very much. Server hardware was inex-
pensive, and if an application got bigger, companies simply 
added more servers. But over time, all those servers took up 
a lot of floor space and used too much power. So companies 
discovered that with virtualization it was possible to abstract 
the hardware so it could be used more efficiently.

 

Virtualization is one of the most effective ways to reduce capi-
tal expenditures. Typically only less than 10 percent of the 
average server is used at any one time. Most of the time, these 
servers are sitting idle. After a company virtualizes its servers, 
utilization can be as high as 80 percent. So a lot of the compute 
resources that companies have invested in provide no benefit. 
Making matters worse, even those unused resources require a 
lot of manual management of the equipment.

Virtualization has three technical capabilities that help with 
efficiency:

 ✓ It allows multiple operating systems and applications to 
be supported on a single physical system.

 ✓ It allows each of these virtual machines to be isolated 
from each other and from the physical hardware.

 ✓ It allows optimal utilization of the physical server 
resources.
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With encapsulation, all the components needed to run an 
application can be put into a container so it can run without 
interference from any other application. With virtualization 
techniques, just about anything can be virtualized, including 
memory, networks, storage, hardware, operating systems, 
and application. Virtualization platforms provide a whole set 
of resources and techniques for managing the efficient and 
secure operation of resources in an effective manner. This 
foundation enables greater utilization of the underlying  
hardware.

Cloud computing leverages the abstractions of hardware, 
software, desktops, applications, and storage and networks 
of the virtualization environment. In essence, virtualization 
now transforms physical silos into a pool of resources — one 
of the key principles of cloud computing. Almost all vendors 
that sell public cloud services rely on virtualization as one of 
the techniques for optimizing their platform. Likewise, orga-
nizations implementing private clouds need virtualization to 
ensure that workloads are well balanced and well managed at 
the physical level.

Virtualizing the desktop
Over the past few years, the notion 
of a virtual desktop has been get-
ting a lot of attention. In a virtualized 
desktop, the applications, data, files, 
and anything graphic are separated 
from the actual desktop and stored 
on a server in a data center (not on 
the individual machine). These vir-
tual PCs are created on the server 
and the user has what appears on 
the server to be a complete PC. 
These applications, data, etc. are 

then accessed using what’s known 
as a thin client. The name thin client 
comes from the fact that such 
devices — although they’re comput-
ers with CPUs, memory resources, 
keyboards, and mice — aren’t PCs 
in the sense that they don’t have 
disks or DVD drives. Virtualizing the 
desktop can bring down a PC’s Total 
Cost of Ownership because it helps 
manage and centralize support.
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Knowing When Not  
to Use the Cloud

Moving to the cloud may not fit into your plans right now. 
Maybe most of your computing is relegated to a small internal 
team that effectively manages the required services to your 
business needs. Some of those times you may not need the 
cloud include the following:

 ✓ You have what you need. If your physical environment 
meets your needs and gives you the flexibility to support 
customers today, you don’t need to change to a cloud 
model just for the sake of change. If you’ve done the 
math and realize that your current setup costs less than 
a move to the cloud, then stay where you are for now. 
You can always move a service to the cloud at some later 
point in time.

 ✓ You have a specialized application. Say you’re in the 
specialty financial services business and you have some 
purpose-built models that you run for your top wealth 
management customers. The models use highly sensitive 
data from your clients. Your clients want the data kept 
in one place for regulatory reasons. You have a good 
handle on the amount of computing power you need for 
the applications. There are no spikes in demand, but 
you’re always making tweaks to the model. There’s really 
nothing to be gained here by a move to the cloud.

When you get to the point where you are being held back —  
for example you need to expand but don’t want to spend money  
on infrastructure or introduce new innovative services — then  
you may need to consider the cloud.
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Chapter 3

Cloud Economics
In This Chapter
▶ Comparing on-premise server and cloud-based models

▶ Figuring labor costs and productivity into the mix

▶ Understanding how the cloud model impacts business transformation

M 
idsize businesses are facing unprecedented pressure 
to compete with much larger organizations with much 

larger IT budgets. The cloud presents many attractive benefits 
for midsize businesses with a need to become more innova-
tive and control IT costs. However, in order to make the most 
of your cloud journey, consider the relative costs and benefits 
from a strategic perspective. Don’t think about cloud as a one-
time project.

In this chapter, we provide a model for looking at the practi-
cal considerations around the economics of traditional server-
based environments compared to cloud-based computing 
models.

Comparing Onsite Server 
Environments with  
Cloud-Based Models

Business leaders at midsize companies are used to making 
tough decisions when it comes to cutting costs and operating 
effectiveness. The business benefits of cloud, such as access-
ing technology as needed while reducing IT capital expen-
ditures, are music to the ears of many a business executive. 
Many C-level executives have called their top decision makers 
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together to ask, “How do we create highly-efficient and cost-
effective IT data centers?” So, assume that you’ve been asked 
to develop a Return on Investment (ROI) analysis for your 
company on a new cloud initiative.

When you begin your thought process around the economic 
impact of the cloud, you realize that there are no simple 
answers. You have to consider many different issues. The cost 
of running an application, such as e-mail or customer relation-
ship management (CRM), is more complicated than looking at 
how much you pay for the software and the cost of the staff 
required to run the application.

 

IBM has a compelling estimator tool that may be of value to 
you. It helps you figure up the cost of running applications. 
Check it out at www-935.ibm.com/services/us/igs/
cloud-development/estimator/Tool.htm?cfg=us-en.

 

Consider all the costs associated with running an applica-
tion in your internal server environment. In addition, some 
considerations may outweigh even the most detailed and 
accurate financial analysis of running an application in your 
server environment versus in the cloud. The following sec-
tions review both the financial and strategic business consid-
erations to help with your analysis.

Considering costs associated  
with your applications
In order to prepare for your ROI analysis, you need to look at 
the costs that are directly and indirectly related to the appli-
cation or type of workload you want to move to the cloud. 
Some of these indirect costs are hard to evaluate, making it 
difficult to accurately predict the actual costs of running any 
given application in your company. A particular server may 
be used to support several different applications. How do you 
accurately judge how much time any one employee devotes 
to a single application? While there may be a particular month 
when your IT staff is updating one application, in another 
month, those same staff members may be troubleshooting 
another application. To give you an idea of the questions you 
need to ask, check out the list below:
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 ✓ Server costs: One-to-one matches between servers and 

applications are highly unlikely. However, if you move 
an application off your server environment will this free 
up space for other applications? Do you have unused 
capacity? Have you already gained economic benefit 
from virtualizing your servers? What’s the total annual 
cost of ownership, which normally consists of the cost 
of hardware support plus some amortization cost for the 
purchase of the hardware?

 ✓ Storage costs: What are the management and support 
costs for the storage hardware required for the data asso-
ciated with this application? Storage costs may be very 
high for certain types of applications, such as e-mail.

 ✓ Network costs: When a Web application you host internally, 
such as e-mail or collaboration, is moved to the cloud, this 
may reduce strain on your network. However, keep in mind 
that ensuring that users in your company have on-demand 
access to cloud services requires substantial bandwidth.

 ✓ Back-up and archive costs: The actual savings on back-
up costs depends on what the back-up strategy is when 
the application moves into the cloud. The same is true of 
archiving. Will all backup be done in the cloud? Will your 
organization still be required to back up a percentage of 
critical data locally?

 ✓ Disaster recovery costs: Your cloud service provider may 
have its own disaster recovery capabilities, which could 
lead to a big savings on disaster recovery expenses.

 

 This area demands significant due diligence when select-
ing a cloud provider. You may end up spending more in 
disaster recovery costs if you find out too late that your 
provider’s disaster recovery capabilities aren’t adequate.

 ✓ Space: If you have a lot of servers and many applications 
hosted on those servers, it can be difficult to attribute 
the cost of floor space and building maintenance to indi-
vidual applications. However, if you move several of your 
applications to the cloud, it can make a big difference in 
your space planning.

 ✓ Power and cooling: Moving specific workloads to the 
cloud can have a major impact on escalating energy 
costs, a key issue for midsize businesses.

 ✓ Software maintenance costs: What’s the annual mainte-
nance cost for the software you may move to a  
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cloud- based service? While this may be a simple answer, 
it can easily get complicated if the specific software 
license is part of a bundled deal or if the application is 
integrated with other applications in your environment.

 ✓ Support personnel costs: What are your costs for staff 
support for day-to-day operations and management of 
this application? These costs cover staff responsible for 
everything from storage and archiving, to patch manage-
ment and networks and security. In addition, do you 
have an internal help desk to answer calls about this 
application? Will some of these costs now be transferred 
to the cloud provider?

 

Some of the costs listed above, such as power and cooling or 
space, aren’t likely to be impacted by the movement of one 
application to the cloud. However, if you make a significant 
move of multiple applications to the cloud you may realize a 
major decrease in many of these indirect costs.

Mulling over strategic business 
considerations
You have the nuts and bolts down by understanding where 
you may be able to cut expenses if you move to the cloud. 
This stance forms the basis for a detailed ROI analysis. 
However, you most likely have many applications to consider 
and you may not want to move all of them to the cloud even if 
the potential cost savings are significant.

 

Take the time to evaluate your mix of workloads based on 
their strategic importance to your company. To help you get 
started, here are some questions:

 ✓ Which aspects of your business do you consider your 
Intellectual Property (IP)?

 ✓ Which applications are core to your business and associ-
ated with the products and services that help you beat 
your competition?

 ✓ Will you be paying a premium to keep certain strategic 
workloads on your internal servers?

  This may be the right decision for your company based 
on your goals and objectives.
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 ✓ Do you generate revenue from IT services you provide to 

your customers?

 ✓ Which applications are necessary for day-to-day operations 
but do not help you differentiate from your competitors? 
Do you need IT to generate invoices, send electronic mail, 
manage sales prospects and keep track of customer orders?

Ultimately, your economic analysis of which workloads are 
the best candidates for the cloud depends on your company’s 
strategy and competitive environment.

 

Many midsize businesses find that a hybrid approach, which 
combines usage of internal company servers along with 
public and private cloud services, provides the best economic 
and strategic outcome. (Check out Chapter 2 for more infor-
mation on the hybrid cloud.) Some workloads are a good eco-
nomic fit for each of the cloud-based models. A few examples 
are detailed in the following section.

Which workloads are a good economic fit for IaaS
Some pragmatic and commodity workloads fit perfectly into the 
Infrastructure as a Service (IaaS) model. (See Chapter 2 for more 
background on IaaS.) These workloads include basic computing 
services to support unexpected workloads or test and develop-
ment requirements. Economically, midsize companies can get 
the access to the same compute power that a much larger orga-
nization has in its datacenter without the need to purchase and 
provision the new hardware. By avoiding the expense of buying 
new equipment you increase your opportunities to experiment 
with new services or products. You can eliminate capital expen-
ditures and move to more of a pay as you grow model. So what 
does this mean in practical terms? Check it out:

 ✓ Software evaluation: Testing software prior to introduc-
ing an innovative customer facing application can be a 
challenging and lengthy process. Typically developers 
need to acquire servers and specialized development 
software. While this process is necessary because you 
want to deliver a quality product, you may not need the 
extra overhead when your tests are complete. Therefore, 
it may be very cost effective for you to pay an IaaS pro-
vider for access to the additional resources needed for 
the duration of your software testing.

 ✓ System testing: Resources are required for a relatively 
short time period. You may be testing for a workload that 
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is expected to grow very quickly and it will be more cost 
effective to use IaaS for your resources rather than pur-
chasing new equipment.

 ✓ Seasonal demands: The flexibility of using IaaS to support 
peak periods of high demand means that your company 
doesn’t have to over invest in hardware. For example, a 
retailer may find it cost effective to use IaaS instead of pur-
chase additional servers in anticipation of high sales volume 
expected for its online channel during a holiday promotion.

Economic value of PaaS
The experimentation you need prior to launching innovative 
new products and services is likely to require a pool of IT 
resources. As we discussed previously in this section, there 
are many IT and business costs related to supporting an appli-
cation. The costs for IT requirements, such as storage, net-
work, and security services, may be transferred to a Platform 
as a Service (PaaS) cloud provider for particular workloads. 
(See Chapter 2 for more background on PaaS.)

Companies may decide to use a platform from a PaaS provider to 
create software for a special project between collaborators that 
goes away when the project is finished. You don’t need to develop 
the platform within the companies’ own server environment and 
then end up with unused resources at the end of the project.

 

Your cost benefit analysis of the difference between purchas-
ing the mix of resources required and using cloud service 
needs to be constantly reevaluated. An arrangement that looks 
like a good deal for a short period may become relatively much 
more expensive as your company grows over time.

Economic value of SaaS
Your company’s business policies and strategic consider-
ations impact the cost/benefit analysis of SaaS applications. 
Many of the routine business processes that your company 
needs to function daily, such as managing sales prospects and 
tracking customer orders and invoices, can be supported with 
SaaS offerings. Transferring the ongoing management and sup-
port for a CRM human resources or financial application to a 
cloud provider can lead to some straightforward economic 
benefits. For example, your SaaS provider makes sure you have 
the most up-to-date version of the software relieving your staff 
of the time and expense required for this maintenance.
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Getting into hot water
One of the often-promoted economic 
benefits of SaaS applications is that 
the user can pay for services monthly 
and can walk away at any time. 
However, after you commit to a SaaS 
vendor, this isn’t really so easy to do. 
After you’ve established your data 
on the vendor’s platform, the time 
and expense to make a change may 
be larger than you expect. In addi-
tion, one trend with SaaS vendors 
that has an impact on the long-term 
cost of these applications is the push 

to lock in buyers by offering volume 
discounts for a certain number of 
users over several years. This trend 
is both a blessing and a curse. It is 
hard to know when you sign a con-
tract exactly how your needs will 
scale. If you know that you’ll expand 
by a certain number of users over a 
2- to 3-year period, you may benefit 
from taking advantage of economies 
of scale. But you could get yourself 
into a trap of overbuying without the 
ability to get out of a contract.

The ease with which these SaaS offerings can be adopted 
varies. If the application is fairly independent of the overall 
applications and information environment of the company, 
SaaS is a tactical and pragmatic approach. SaaS can have 
enormous financial benefit for organizations that don’t want 
to support their own hardware and support environment.

 

You’ll want to integrate data from your SaaS applications with 
data managed by applications in your internal environment. 
You need to plan for the additional expense of including these 
integration capabilities into your environment.

Dealing with Labor Costs  
and Productivity

A great deal of economic value can be gained by taking advan-
tage of cloud services for the right workloads. However, your 
company may be in the best position to take advantage of 
these benefits if you apply some of the same best practices 
that cloud providers follow to create efficient IT environment 
and apply them to your own internal environments. In your 
own environment, economically deploy the following two key 
practices:
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 ✓ Standardize and automate your processes wherever 

possible. Ensure that your internal environments are  
efficient or the IT labor costs you expect to save by 
moving some of your workloads to the cloud will never 
materialize.

 ✓ Virtualize the servers in your own environment. If 
you can turn your IT assets into pools of resources, you 
gain better utilization of what you have already paid for. 
Virtualization can provide a level of automation and stan-
dardization to optimize your computing environment. 
This, in turn, enables you to improve IT productivity and 
reduce labor costs.

Impacting Business 
Transformation

Midsize businesses know the value of innovating and changing 
quickly to seek out the right niche in a complex marketplace. 
Finding the right balance of cloud and internal resources gives 
your company the economic advantage it needs to service 
your customers and grow your business.

 

The decision to move to the cloud is usually not based on a 
simple cost comparison between cloud services and internal 
server environments. An understanding of your business 
strategy helps you to put the cost alternatives in perspective. 
Having the ability to pay on an as-needed basis for servers, 
storage, and security services can give your company the 
opportunity to implement an innovative solution with far 
less economic risk than buying the required infrastructure 
upfront. Implementing an online collaboration for your cus-
tomers and partners can lead to business innovation and 
transformation that far outweighs the costs associated with 
the implementation.
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Chapter 4

Making the Cloud Practical
In This Chapter
▶ Selecting workloads to move to the cloud

▶ Handling integration issues

▶ Finding out the requirements for cloud integration

▶ Working with your cloud provider

H 
ardware, software, networking, and services have to 
be brought together to make a cloud strategy a reality. 

How do you select and move workloads to a cloud environ-
ment? How are they orchestrated and managed? Moreover, 
what happens if you want to integrate services from different 
cloud providers? How is that done? Or, for that matter, say 
you want to integrate your on-premises solutions with some 
services in the cloud. How can that be done? Finally, how do 
you work with your cloud provider?

In this chapter, we provide you with a number of practical 
checklists for what to consider as you move workloads to 
the cloud. You also get some questions to ask your provider 
about service level agreements, as well as other items you 
should discuss with your service provider.

Selecting Workloads to  
Move to the Cloud

As you move to a cloud environment, you may hear people 
talking about workloads that run in the cloud. A workload is 
an independent service or collection of code that can be exe-
cuted. In essence, the workload doesn’t depend on external 
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elements to make it work. It needs to be available to execute 
the right task based on the business need. In the cloud, dif-
ferent workloads potentially run across different machines. 
In some instances, you may have a single workload that’s an 
entire application used by customers or internal business 
units. In other situations, a smaller service may be used in 
many different contexts. For example, a workload that’s a pay-
ment service can be used across a group of applications.

 

All workloads aren’t created equal — they come in all shapes 
and sizes. Despite this difference, they have some common 
characteristics:

 ✓ A workload shouldn’t have dependencies (a related 
piece of code or application that resides in another place 
within a system).

 ✓ The workload should have a consistent interface and be 
able to leverage the Applications Programming Interface 
(API) of the cloud platform. This allows for applications 
and services to connect more easily.

 ✓ A workload must have rules or policies about how it 
can be used under specific circumstances. There may 
be a policy that states which set of workloads must be 
executed in a specific order or at a specific time of year.

The cloud requires that workloads have to be handled in a 
way that isolates the technical implementation details from 
the user. The result of this abstraction is a type of service  
that makes it easier to have a well-defined function with a 
defined purpose. You can think of workloads as self-contained 
entities. As such, providing interfaces between these work-
loads may be needed to ensure that they can be managed 
effectively.

All workloads aren’t created equal
Determining which workloads to move to the cloud is both a 
business decision and a technical decision. We recommend 
looking for workloads that are repeatable and consistent that 
can be standardized and automated. The workload should be 
able to be used by large numbers of people or applications or  
processes. In other words, economies of scale is the name  
of the game in the cloud. If you had a workload that was a  
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specialized workload, only used by one group, say, three 
times a month, it’s probably not worth moving it to the cloud 
unless it takes an unusually large amount of resources to 
execute. A workload that’s repeatedly used makes sense for a 
scalable cloud.

Examples of such workloads include e-mail, development/ 
testing services, seasonal processing spikes, payment services, 
and repeatable analytics services — for example, something 
that can be done over and over again without major surgery. 
This is where it makes sense to apply automation because 
there is cost associated with automating and standardizing. 
You need to make sure you get your money’s worth.

There are various kinds of workloads. In this section, we give 
you a few examples.

The batch workload
Batch workloads are designed to operate in the background. 
Typical batch workloads include billing applications, fulfill-
ment applications, and complex queries. These workloads 
require considerable compute and storage resources. Batch 
workloads are rarely time sensitive and can be scheduled 
when few real-time tasks are running.

Real-time workloads
Workloads that need to be executed in real time may include 
online workloads. For example, a retail system that makes rec-
ommendations to an online consumer needs to be executed in 
real time. These types of analytic workloads tend to require 
much more real-time computing capability.

Transactional workloads
Transactional workloads are the automation of business pro-
cesses such as billing and order processing. Traditionally 
transactional workloads were restricted to a single system. 
However, with the increasing use of electronic commerce that 
reaches across partners and suppliers, transactional work-
loads have to be managed across various partners’ computing 
environments. Therefore, there’s a need to focus on business 
process of these transactional workloads. These workloads 
are compute and storage intensive. Development/test work-
loads can also be transactional in nature.
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Dealing with Integration Issues
As soon as you begin moving workloads into the cloud, you 
need to establish a way to connect them to existing traditional 
workloads. While one of the first cloud integration scenarios 
a company may encounter is the need to integrate traditional 
resources and services with cloud-based resources and 
services, most companies very quickly find that they must 
contend with many different integration scenarios. The three 
most common cloud integration models are

 ✓ Connectivity to and from clouds

 ✓ Connectivity between clouds

 ✓ Connectivity within clouds

Connectivity to clouds
Connectivity between the data center and the cloud is one of 
the most basic cloud integration use cases. A typical midsize 
organization may manage its ERP system within its server 
farm and use a SaaS environment to manage sales leads. Sales, 
order, invoice, and inventory data must be synchronized 
across these systems for the company to function properly. 
This can be a major cultural shift for the organization that’s 
used to having full control over its line of business applica-
tions. There is little or no control over the architectural struc-
ture of the SaaS environment. Therefore, the IT organization 
needs to institute new processes to institute management 
between the data center application and the cloud-based 
application. IT needs to separate the data elements within the 
business applications from unnecessary dependencies.

For example, there may be business processes that control a 
very specific circumstance that interferes with your ability to 
easily connect between data sources on the cloud. In addition, 
there are specific issues related to using cloud computing 
environments that impact the style of integration.

Another example — while your company gains huge value 
from using a SaaS based CRM system, governance require-
ments demand that customer data be stored behind your 
firewall. Therefore, when a prospect becomes a customer, 
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the company moves the data into the data center for addi-
tional security. This company now has a hybrid environment 
to manage. The company needs to automate data mobility 
across clouds in order to transfer and transform customer 
data to migrate between public and private clouds. Security 
and compliance requirements may be a key consideration in 
the movement and storage of the data.

Connectivity between clouds
In addition to connecting between your internal servers and 
the public cloud, companies may need to integrate across pri-
vate and public clouds. One common example of this occurs 
when private cloud resources are insufficient to support peak 
demand and select workloads are allowed to burst into a public 
cloud environment. A good example is the entertainment biz.

An entertainment organization is testing the introduction of 
a new game that supports on-demand group participation. 
There is a great deal of interest in this new introduction by 
the gaming community. The company wants to test how its 
web application scales from 20,000 to 1 million concurrent 
users before going live. They know they need more cycles and 
more power than they have available in their private cloud 
so they expand their environment by leveraging public cloud 
resources.

Connectivity in clouds
A third key use case occurs when you need to create bidirec-
tional integration with multiple SaaS applications in order to 
support a business process. For example, a services organi-
zation uses sales automation to keep track of its prospects 
and a different SaaS application to manage commission and 
salary payments. There are sales situations where multiple 
sales representatives collaborate on a sale and must split the 
resulting commission. The data in the Customer Relationship 
Management (CRM) system needs to be consistent with the 
data in the Human Resources (HR) application or the people 
who worked to close the deal will not get paid accurately. 

Because both of these applications are in the cloud, there’s a 
need to integrate data between clouds. You want to automate 

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



Cloud For Dummies, IBM Midsize Company Limited Edition 42
this process so every time a product is sold, you automati-
cally pass the information back and forth to keep track of  
who made the sales, who owns the account, and who gets  
the commission.

Requirements for Cloud 
Integration

Many companies initially underestimate the challenges of 
integrating data across applications and services, especially 
in hybrid computing environments. They assume they already 
have the tools and expertise required to manage the integra-
tion process because of prior experiences with integration in 
their data centers or server rooms. Traditionally most organiza-
tions used a consistent process for moving data within a com-
puting environment. This approach known as ETL (Extraction, 
Transform, Load) is most appropriate for transferring and pro-
cessing large volumes of data in fast, high-throughput transac-
tional environments within an enterprise data center.

 

However, this approach is inadequate for integrating across 
multiple delivery platforms of the cloud. A major complex-
ity with trying to make ETL work in a hybrid environment is 
the varied structure of the data. The IT staff typically doesn’t 
have the same level of understanding of the data elements, 
data structures, data configurations, and database in SaaS 
platforms as compared to the applications managed and con-
trolled in the data center.

Accommodating these third-party environments with informa-
tion managed in the data center requires a lot of work on the 
part of the IT organization. With enough time and program-
ming staff, companies can create custom coded connections 
between internal and cloud applications. However, keeping a 
custom solution up to date can take a lot of ongoing mainte-
nance. Midsize companies certainly don’t want to take on  
this burden.

 

Establish an effective and repeatable integration process. By 
leveraging new sets of integration platforms and best prac-
tices, you can overcome these integration challenges. Overall, 
you need a common and standardized way to link your appli-
cations wherever they are managed.
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For creating this standardized approach to integrating data 
across internal data center applications and public and pri-
vate clouds, there are the five main requirements:

 ✓ Connectivity: You need to be able to connect to many 
different types of applications and data — SaaS applica-
tions, custom web applications, on-premises applications,  
private cloud applications, databases, flat-files — quickly 
and easily without requiring a lot of ongoing mainte-
nance. You also need to consider different types of inte-
gration, including data migration, process integration, or 
some unique new type of integration, which may include 
taking data from an internal application, such as SAP, and 
then displaying these data in a SaaS application, such as 
Tivoli Live – monitoring services.

 ✓ Transformation: In a cloud environment you may need to 
ensure that your on-premises accounting system is consis-
tent with your cloud sales management system. Your staff 
is most likely familiar with the data format specifications 
in your on-premises applications, but they won’t have the 
same level of understanding of the specifics of the data in 
your SaaS applications. You need to make sure that you 
have the ability to easily map one data source to another.

 ✓ Business logic: The systems that include the data you 
value include business logic and processes that control 
the way that data’s managed. Therefore, you can’t simply 
connect data elements together without a deep under-
standing of how these systems behave from a business 
process perspective.

 ✓ Management: Data doesn’t live in isolation. No matter what 
type of data you’re working with, it lives on specific hard-
ware platforms, leverages specific storage environments, 
and connects with third-party services (payment services, 
credit verification, partner commerce systems, and so on). 
These elements become part of the way you manage the 
flow of data between your applications in the datacenter 
and in the cloud. Therefore, from a management perspec-
tive you need to be able to monitor and manage these 
workloads. We discuss this in more detail in Chapter 5.

 ✓ Security: You need to understand that the movement 
of data needs to be monitored and the data protected 
at the various steps in any process that links workloads 
together. Often the data you want to move between work-
loads is the data that is most valuable to hackers.
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One way to increase the speed of integration is to use an inte-
gration provider that has studied metadata structure of SaaS 
applications. These vendors can provide a pre-configured 
integration pattern or template that helps begin the process  
of integration between data sources. One of the benefits of 
working with a standardized template is that the same tem-
plate can be reused for other integration projects. The tem-
plate is typically designed to cover about 60 percent of the 
requirements for a particular integration.

For example, web services providers offer their customers 
preconfigured data migration and integration templates such 
as those provided by IBM’s Websphere CastIron appliance. 
These templates help customers to connect with hundreds of 
the most common enterprise applications so they can move 
quickly without spending the time and resources required to 
write custom code. Data security must be built into this plat-
form in order to have a reliable and safe link between work-
loads that is protected from hackers.

Ensuring success managing  
complex processes
How does this work in the real world? Take the example of a 
midsize insurance company that deals with workers’ compen-
sation, systems including quoting, administration, and cash 
processing. The workflow to handle claims processing had 
been handled manually, and there’s no contingency for work-
flow if an agent is unavailable or out of the office. Processes 
were time consuming and error prone. For example:

 ✓ Cash processing systems were incompatible. 

 ✓ Claims were held in different systems than payments 
and each provided output in Electronic Data Interchange 
format. 

 ✓ There were no reliable integration points.

The company decided to move its processes into a private 
cloud and implemented a cloud-based integration approach 
that included predefined integration processes between these 
systems and provided the ability to manage the processing of 
these workloads. As a result, the insurance company was able 
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to reduce its reliance on manual processing and thus prevent 
unanticipated mistakes. The business processes were stream-
lined as well so the number of bottlenecks in the overall 
system declined. The company could now focus its attention 
on improving its ability to serve its customers.

Talking to Your Cloud Provider
You need to start talking to cloud providers to see if they can 
meet your needs. These providers may be your internal IT 
department or an external partner. Before contracting with a 
cloud service provider you must understand what you require 
in terms of the performance and security of services and how 
you expect your provider to meet your needs. Sometimes a 
cloud provider offers different levels of service so that custom-
ers have the option of paying for services on a sliding scale 
based on their requirements. For example, if your workload 
is mission critical and subject to government regulations you 
want to ensure you have the highest level of service available.

The contract that stipulates the level of service you should 
expect from your cloud provider is called a Service Level 
Agreement (SLA). This contract details the type of service you 
need from providers and what type of penalties would result 
from an unexpected business interruption. SLAs are impor-
tant whether your provider is your own IT department or an 
external service provider. The agreement theoretically gives 
you some assurance that the provider will meet certain ser-
vice levels. Some of the issues that may be described in a SLA 
are summarized below:

 ✓ Uptime/downtime: Depending on how critical your appli-
cations that are running in the cloud are, you need a cer-
tain level of availability. Is 98.5 percent enough for you? 
Or do you require 99.5 percent or perhaps 99.9 percent? 
How does the provider plan to ensure that it will meet its 
SLA? What failover and disaster recovery mechanisms 
does the provider have in place? Are you comfortable 
with them? You need to read the fine print. Does the SLA 
include planned maintenance or is that separate? If so, 
how does the planned maintenance affect you?

 ✓ How the lines of responsibility are drawn: You don’t 
want to be in a situation where the SaaS provider is 
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pointing a finger at the infrastructure provider, saying it 
wasn’t their fault.

 ✓ Cost of downtime: What does it mean to your operations 
if the cloud is down? Service providers might compen-
sate simply based on the number of hours systems are 
down. What about the cost to your business?

 ✓ Past incidents: Has your provider struggled with exces-
sive downtime in the past? Check the record. Also look at 
the service desk metrics including time to identify prob-
lems, time to diagnose, and time to fix.

 ✓ Data integrity: What controls do you have to ensure that 
the integrity of my data is maintained? For example, are 
there controls in place to make sure that that all data 
input to any system or application is complete, accurate, 
and reasonable? What about any processing controls to 
make sure that data processing is accurate? And there 
also need to be output controls in place to ensure that 
any output from any system, application, or process can 
be verified and trusted. This dovetails into any compli-
ance issues that your particular industry may have.

 ✓ Compliance: You’re probably aware of any compliance 
issues particular to your industry. You need to make sure 
that your provider can comply with these regulations.

 ✓ Loss of data: What provisions are in the contract if the 
provider does something to your data (loses it because 
of improper backup and recovery procedures, for 
instance)? If the contract says that you are simply waived 
your monthly fee, you need to ask some more questions.

 ✓ Data storage costs: Pay as you go and no capital pur-
chase options sound great, but read the fine print. For 
example, how much will it cost you to move your data 
into the cloud? What about other hidden integration 
costs? How much will it cost to store your data? You 
should do your own calculations so you’re not caught 
off guard. Find out how the provider is charging for data 
storage. Some providers offer a tiered pricing structure. 
Others offer pricing based on server capacity.

 ✓ Contract termination: How will data be returned if 
the contract is terminated? If you’re using a SaaS pro-
vider and it has created data for you too, will any of 
that get returned? You need to ask yourself if this is an 
issue. Some companies just want the data destroyed. 
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Understand how your provider would destroy your data 
in order to make sure it is not still floating around in  
the cloud.

 ✓ Data ownership: Who owns your data once it goes into 
the cloud? Some service providers might want to take 
your data, merge it with other data, and do some  
analysis.

 ✓ Switching vendors: If you create applications with 
one cloud vendor and then decide to move to another 
vendor, you need to find out how difficult it will be to 
move your data from one to the next. In other words, 
how interoperable are the services? Some of these ven-
dors may have proprietary APIs and it may be costly  
to switch. You need to know this before you enter into  
an agreement.

Cloud computing can become a practical way to gain produc-
tivity and predictability in your computing environment. But 
you need to make sure that you’re addressing the practical 
considerations of accountability, predictability. Leveraging 
the assistance of an experienced integrator can be very help-
ful to midsize companies working to understand where, when, 
and how to move to this new world.
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Chapter 5

Security and Cloud
In This Chapter
▶ Security as a public cloud service

▶ Making sense of security risks and vulnerabilities

▶ Taking care of your data

▶ Looking into monitoring and performance

▶ Deciding who’s in charge of governance

S 
ecurity is one of the most important issues for companies of 
all sizes. This is the case whether you’re providing services 

to your internal customers via your own servers or to external 
customers in a cloud model. To both provide customers with dif-
ferentiated services and maintain their trust and loyalty requires 
a well designed security and governance plan for your custom-
ers’ services and information. In reality, whether you overtly 
plan to use cloud computing as part of your strategy, we suspect 
that over time it will become part of your computing environ-
ment. Either departments within your company will use cloud 
services or business partners will insist on leveraging them. 
Therefore, you need to be prepared.

In this chapter, we explain what it means to have a security 
environment that incorporates cloud computing. A success-
ful security strategy in the future has to provide a holistic 
method of managing security and governance across your 
server environment, the public cloud services you may use, 
as well as those cloud services that you are sharing with part-
ners. Therefore, this chapter presents a foundational best-
practices-based approach that can help you think differently 
about the security and governance of the cloud.
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Security as a Public  
Cloud Service

Security and cloud are important to think about together. For 
most midsize businesses, the cloud offers a way to dramati-
cally improve the security of their IT systems by linking their 
internal IT infrastructure to external IT security expertise. 
Public cloud managed security services allows for the latest 
security protections to be rapidly deployed across the com-
panies’ locations in real time. This is particularly important 
for midsize businesses that often lack the necessary security 
expertise at all their locations to properly safeguard critical 
business data and systems.

 

The risk of an IT security breach is very high at most midsize 
businesses. As a midsize business using cloud and mobile 
technology, you need access to the same level of security pro-
tections as your much larger competitors. Security services 
such as those for vulnerability management and intrusion pro-
tection require consistent regular updates to protect against 
the latest threats, and to keep your company out of the head-
lines. Managed security service providers use the cloud to 
create economies of scale that enable them to keep security 
protection timely while offering comprehensive security solu-
tions affordable to midsize businesses.

Understanding Security Risks
Even without knowing it, many midsize companies have been 
confidently using SaaS (Software as a Service) applications for 
years without much thought about the security risks. As more 
business services are available outside your server environ-
ment, there are more opportunities to innovate. Companies 
are discovering that they can reach customers with mobile-
based cloud services; or they can sell products through a 
multi-channel approach that incorporates cloud as one of the 
sales channels. As this combination of services continues to 
expand, a company needs to have a governance and security 
policy to address this emerging world.

Midsize companies are able to drive business growth and 
connect more effectively with partners and customers using 
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cloud services for e-mail, desktop virtualization, analytics, and 
collaboration. While midsize companies have the same needs 
for these services as their much larger competitors, they are 
often not as well equipped to address the additional security 
risks that arise from these innovative technologies. For exam-
ple, midsize companies are less likely to have an IT staff with 
dedicated security responsibilities.

One of the first steps in creating a secure IT computing envi-
ronment or cloud-computing environment is to assess your 
risks. This is because at the end of the day, you’re responsible 
for security of the services you deliver to your customers, 
whether they’re delivered from your on-premises servers or 
utilizing a third-party cloud provider. What are the classes 
of security risks? According to the National Institute of 
Standards and Technology (NIST), a government standards 
body, computer systems are subject to many threats ranging 
from loss of data to loss of a whole computing facility due to 
fire or natural disaster. These losses can come from trusted 
employees or from hackers. NIST divides these risks into the 
following categories:

 ✓ Errors and omissions including data errors or program-
ming errors

 ✓ Fraud and theft

 ✓ Employee sabotage

 ✓ Loss of physical infrastructure support

 ✓ Malicious hackers

 ✓ Malicious code

 ✓ Threats to individual personal privacy

Many of the same security risks that companies face in deal-
ing with their own computer systems are found in the cloud 
but there are some twists.

 

According to the Cloud Security Alliance (www.cloud 
securityalliance.org) — an organization dedicated to 
ensuring security best practices in the cloud — classes of 
security risk in the cloud include data loss or leakage, mali-
cious insiders, account or service hijacking, insecure inter-
faces and APIs from poor authentication, and access control 
to encryption and activity monitoring of systems. 
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With the increasing use of cloud computing, wireless tech-
nology, and mobile devices, you no longer have well-defined 
boundaries of what’s internal to your systems and what’s 
external. Ongoing, you need to determine if there are holes or 
vulnerabilities across servers, network, infrastructure com-
ponents, and endpoints need to properly assess and monitor 
your business’s security posture. In other words, you need to 
be able to trust your own infrastructure as well as that from a 
potential cloud provider.

Assessing your current state

 

Security starts with assessing your current state. Begin by 
answering a set of questions that helps you form both your 
approach to governance and your security strategy. Here are 
a few top questions to get you started:

 ✓ How do you control access rights to applications and net-
works — both those within your company and those that 
are outside your firewall? Who has the right to access IT 
resources? How do you ensure that only the right people 
gain access to your applications and information?

 ✓ Can you identify web application vulnerabilities and risks 
and then correct any weaknesses?

 ✓ Do you have a way of tracking your security risk over 
time so you can easily share updated information with 
everyone with a need to know?

 ✓ Is your e-mail and other web traffic safe from known 
viruses, spyware, as well as from unknown threats?

 ✓ Are your server environments protected at all times from 
external security threats?

 ✓ Are you able to monitor and quantify security risks in 
real time?

 ✓ If you’re using cloud services in a multi-tenant (shared 
among many different companies) environment, are you 
confident that your provider has applied security controls?

 ✓ How do you adequately monitor, measure, and manage 
your IT assets across multiple environments?

 ✓ Can you implement security policies consistently across 
all types of on-premises and cloud architectures?
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 ✓ How do you protect all your data no matter where it’s 

stored?

 ✓ Can you satisfy auditing and reporting requirements for 
data in the cloud?

We know that this list asks you a lot of questions, and we 
don’t expect that you can answer them in a few seconds. We 
presented these questions because this should be the founda-
tion of assessing your current security environment.

How safe is your cloud provider?
It’s important to understand how each provider handles secu-
rity. Cloud providers have to create a fine balance between 
making their systems easy to use and easy for you to access 
and share resources among employees, customers, and part-
ners and providing an acceptable level of security. On the one 
hand, these vendors need to make it easy for authorized users 
to share information. On the other hand, they need to protect 
their customers from the risks associated with unauthorized 
access to sensitive data. Therefore, companies providing 
cloud computing services have alleviated that security risk by 
standardizing and automating processes to protect a cloud 
environment that allows resource sharing without compromise.

Alleviating the risks
What can any company — cloud providers and cloud users —  
do to alleviate the risk involved in cloud computing? Con- 
sistency and predictability in risk management is the key to 
success. Basically, this can be accomplished through two  
processes:

 ✓ Standardization: Standardization is a consistent and 
codified process by which a resource is delivered to an 
application or another resource.

 ✓ Automation: Automation uses a programming technique 
to deliver a process in a consistent and repeatable 
manner.

What does this mean to you? When your business establishes 
security approaches, they should be delivered and executed  
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in the same way across the entire company. Your cloud  
provider also needs to prove to you that it can meet these 
same standards.

Here’s a simple example. In your company, there may be 
a standard that states that only people with a particular 
need for an application can even log on to that application. 
Likewise, there can be a standardized approach to which 
developers are allowed to access different programming 
resources. You may want developers to use programming 
resources on your own servers. However, in certain situations 
it may make sense for developers to use services from a cloud 
provider, such as during testing or to pilot a new applica-
tion. An automated rule can be established to make sure that 
this standard practice is followed consistently. At the same 
time, the automated process can assign security access while 
a project is being developed. After the project is complete 
the security access is automatically revoked. This prevents 
security breaches based on preventable errors, such as 
operator error and lack of oversight. These standardized and 
automated processes provide that oversight without human 
intervention.

Many well-run cloud providers implement sophisticated 
automation and standardization best practices as delineated 
above. But as in any complex computing environment, the 
cloud provider also needs to automate and standardize the 
foundational elements of the software lifecycle.

For example, a cloud provider needs to automate and authen-
ticate software patches and configuration changes. Likewise, 
the cloud provider must manage security patches in a proac-
tive way. Why is this so important for you to understand? 
Many of the outages experienced by cloud service providers 
are typically configuration mistakes. If a cloud provider doesn’t 
update security, your intellectual property could be at risk.

Creating secure infrastructure environments is an important 
part of a comprehensive cloud security strategy. However, 
the central focus for your security efforts always gets around 
ensuring the safety of your data. Deploying public or hybrid 
cloud solutions results in putting your business data on your 
partners’ systems. Data is the lifeblood of your business. 
Therefore, how you manage your data, regardless of where  
it lives, is critical to the health of your business.
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Managing and Protecting  
Your Data

Data in the cloud can span many different environments. A 
typical cloud environment is tied not only to the data within 
a specific application but also to a line of business applica-
tion running in the data center, e-commerce applications, and 
other customer facing environments. This data comes in all 
shapes and sizes. There may be transactional data, customer 
data, as well as various kinds of unstructured data based on 
everything from images to document content. Being able to 
manage the flow of this data is a critical issue in cloud envi-
ronments. Some data may be stored in a SaaS application, 
such as a CRM application in a public cloud, while other data 
sources may be private and will be managed in traditional 
server environments or in a private cloud.

Ensuring data protection
Security of the data, whether in a public or private cloud 
or a traditional server environment, is a complex issue that 
continues to plague the industry. As midsize companies are 
increasingly distributing their data through customer portals 
over cloud services, the integrity of this data must be main-
tained. Data control becomes essential in any kind of cloud. 
It is critical to discuss data protection issues with your cloud 
provider. Here are just a few of those issues:

 ✓ Commingling of data: Even if your data is in a country 
that has laws you’re comfortable with, your data may 
be physically stored in a database along with data from 
other companies. This raises concerns about virus 
attacks or hackers trying to get at another company’s 
data. Talk to your provider about how it counters  
these threats.

 ✓ Data access: What controls are in place to make sure that 
you and only you (or whoever has access rights) can 
access your data? In other words, what forms of secure 
access control are in place? This includes identity man-
agement where the primary goal is protecting personal 
identity information so access to computer resources, 
applications, data, and services is controlled properly.
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 ✓ Threat management: What software and procedures 

does your provider have in place to counter a variety 
of security threats that might affect your data? This 
includes intrusion protection.

 ✓ Securing data for transport: Data transport in the cloud 
might move from point A to point B either within a cloud 
environment, between your company and a cloud pro-
vider, or even between clouds. You need to make sure 
that your data is segregated from other companies’ data 
and is encrypted for transport.

Of course, data security is a critical issue even when data’s 
stored on your own premises. For example, consider the case 
of a midsize bank operating in over 40 branches in Asia. The 
bank was concerned about information leaks because some of 
its customer data was stored on personal computers. These 
computers were vulnerable to a number of security threats. 
Additionally, troubleshooting and maintaining these PCs cre-
ated additional problems because all of the PCs weren’t run-
ning standardized configurations.

To address these challenges, the bank decided to build a 
private cloud environment to replace the existing personal 
computer-based IT system. The bank constructed a thin-client 
system that replaced its existing x86 machines. It created a 
virtualized environment with virtual machines on the servers, 
so that while the environment is standardized, the user feels 
that she’s working on her own PC (for more information on 
virtualization, see Chapter 2). The difference is that all data 
is stored on the servers, eliminating security issues, such as 
information leaks, on the users’ end. Additionally, because 
the thin client environment allows central user administra-
tion, management can implement application control, such 
as defining permissions for applications to be available by 
user group. The system can log all user access, which helps 
to detect and prevent unauthorized access. The bank has also 
implemented additional security functionality where servers 
accessing the Internet are segregated from those that are just 
used internally to decrease the likelihood of servers with criti-
cal information being compromised.

 

Your company needs to develop and publish a consistent set 
of rules and policies regarding the creation, capture, manage-
ment, transmission, storage, and deletion of confidential and 
business-critical data. Techniques, such as encryption and 
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tokenization, should be used to reduce exposure to data theft 
and misuse. We recommend speaking to your cloud provider 
regarding what controls it is providing for your data.

 

Hackers and thieves are always one step ahead of the latest 
security measure, so data protection tools need to be used 
wisely to provide adequate protection. For example, situa-
tions exist where thieves have been able to steal encrypted 
data. In one recent case, the data was encrypted only up to 
the point the data was delivered to the applications. At that 
point, it was decrypted and that’s when the loss occurred. 
This loss could’ve been prevented if the receiving application 
had been allowed to control the decryption process.

Monitoring and Performance
Someone in your organization (most likely an administrator) 
needs to have visibility into your public, private, and hybrid 
cloud environments. Also, tie this monitoring into your gover-
nance policies. Make sure you can access the following:

 ✓ A dashboard that provides you with insights across the 
applications and services that are running in your server 
rooms and those that are running in the cloud. This should 
include a way to monitor when applications are running or 
not and whether there are incidents or problems. You need 
to ask your service provider (whether internal or external) 
what kind of visibility you have from its systems. You then 
need to determine the level of risk you are willing to take in 
terms of what you can see and what you can’t see.

 ✓ A service level agreement (SLA) across your own ser-
vices and those provided by cloud providers to get a true 
picture of the services you are providing to your internal 
and external customers. For more about SLAs, check 
back in Chapter 4.

Sharing the Governance 
Responsibility

A thorough understanding and evaluation of the risks your 
company faces is a requirement to creating a sound cloud 
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security strategy. There are different levels of risk and your 
company has the last word on finding the right balance 
between overprotection and too much risk exposure. IT needs 
to weigh the competing influences of meeting customer expec-
tations, optimizing business goals, managing resource and 
cost constraints, and following industry and governmental 
regulations.

 

Sometimes these influences may be at odds with each other. 
In fact, because of these conflicting needs, midsize companies 
need to ensure that an executive team evaluates these risks 
from a holistic perspective. Governance is about making good 
decisions about performance predictability and accountabil-
ity. To follow the performance goals of the business, you need 
to understand the compliance and risk measures.

Cloud governance is a shared responsibility between the 
users of cloud services and the cloud provider. Understand- 
ing the boundaries of responsibilities and defining an appro-
priate governance strategy for your company requires careful 
balance.

Cloud governance requires governing your own infrastruc-
ture as well as infrastructure you don’t totally control. One 
of the important technical requirements for ensuring that 
governance policies are maintained and that audits are suc-
cessful is the ability to log activity that takes place in your 
server environments and private cloud. You need to define 
when, where, and how to collect log information so you have 
an automated way to keep track of how well you’re doing in 
terms of managing the confidentiality of your business-critical 
and sensitive information.

You may also want to set up some sort of governing body to 
deal with all of the different environments you now need to 
manage. If you already have a group in place, that’s great. 
This group, in addition to dealing with your own servers 
should also have the responsibility for dealing with cloud pro-
viders to discuss the issues and to negotiate terms and condi-
tions with cloud providers.
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Chapter 6

Starting Your Cloud 
Journey

In This Chapter
▶ Using cloud computing as your business strategy

▶ Developing your cloud strategy and leveraging best practices

▶ Linking to IBM cloud resources

T 
he possibility of leveraging cloud services is compelling 
because it enables your company to act, look, and react 

like a much bigger company. But a great strategy doesn’t 
happen in a day. It requires planning — just like any other 
business strategy. In this chapter, you examine what you need 
to do to compete, armed with a compelling cloud computing 
strategy.

Cloud Computing as Your 
Business Strategy

Cloud computing is more than a set of technology options; it’s 
really a way to rethink how you conduct your business. What 
will it take to enable your company to grow? Where and how 
do you want to invest your time and money? How can you 
create a business strategy that enables you to move quickly 
and transform your ability to act like a big company — even 
if you are a midsize company? Start your exploration of the 
cloud journey with an example.
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Russell’s gets efficient  
with cloud services
Russell’s Convenience Stores manages, owns, and operates 
25 stores located within office complexes. Stores are complex 
to operate because they involve many different suppliers, 
landlords, local, state, and federal regulations and contractors 
to manage — to name a few. Russell’s has to provide a high 
level of service to the building management where its stores 
are located as well as the customers that use its services. At 
the same time it has to be able to satisfy all of its constituents 
in the most efficient and cost effective manner. The organiza-
tion’s greatest challenge has been to keep track of all these 
details of managing day-to-day details.

 

There were several key challenges:

 ✓ Implementing a physical server in each store where 
employees had to manage the environment

 ✓ Store with unique sets of constituents to manage

 ✓ Keeping track of projects, inventory, catering requests, 
and the like

The solution was to leverage cloud computing services. Russell’s 
deployed IBM’s LotusLive Engage. This cloud-based collabora-
tion platform enabled the company to keep track of project 
details in a centralized collaboration space so that it was easy 
for highly distributed teams to keep track of project details. 
Using the web meetings online conferencing capability of the 
platform, teams were able to not only communicate online but 
also have consistent access to building diagrams, regulations, 
and to-do lists. In addition, it was easy for Russell’s to temporar-
ily connect a new subcontractor into the system. The system 
also was able to connect directly to a web-based Point of Sale 
system. Without having to invest in expensive hardware, soft-
ware, and support personnel, Russell’s had the benefit of sophis-
ticated services at a reasonable cost. Even more important, 
these services allowed Russell’s management team to be able to 
effectively compete and keep projects moving effectively.
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Mapping to the problem
Russell’s could have approached its strategy in many differ-
ent ways. However, what made Russell’s plan successful was 
that the strategy was driven by both the short- and long-term 
business strategy. When planning a cloud computing strategy 
companies that begin by looking at business goals, opportuni-
ties, and roadblocks are the most successful.

In the case of Russell’s, the most important business driver 
was being able to continually bring disparate groups together 
to facilitate a project. Russell’s also needed to present itself to 
large corporate office buildings as a sophisticated organiza-
tion that could meet changing needs. Midsize businesses are 
most successful when they can be the most nimble, flexible, 
and professional team. This flexibility can often allow the mid-
size business to win even when the competitor is much larger. 
Therefore, cloud computing because of its built-in flexibility is 
a great partner for the midsize business.

Determining Your Priorities
As you begin to look at what’s possible with the cloud, you 
should start by asking yourself some fundamental questions 
about the role of technology in your business. Start with this list:

 ✓ What’s the role of technology infrastructure in your  
business?

 ✓ Is my company in a highly regulated industry?

 ✓ How do I assess how well I service my customers today 
and how could this be different? Do I have the right tech-
nology in place to meet unanticipated needs?

 ✓ How much value am I getting from my existing technol-
ogy environment?

 ✓ Am I under pressure to reduce capital expenses?

 ✓ Do I have plans to introduce new innovative technology 
over the next 12 to18 months?
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 ✓ Is my company looking for new partners and business 

approaches? Will our current technology support these 
new initiatives?

 ✓ Is the business under pressure from large companies 
entering my market? Are there technologies that will help 
us be more agile?

 ✓ Can I use the fact that my company is more nimble as a 
strategic advantage?

Developing Your Cloud Strategy
Answering the questions above may lead you to recognize 
that cloud computing can be a strategic direction. A cloud 
strategy isn’t a one-shot effort; it’s a long-term plan. The fol-
lowing five steps help you get started on your journey.

Step #1: Business assessment
You need to start by assessing your business today and where 
it is going in the next several years. For example, you need 
to define your competitive advantage in your market. You 
need to assess your strengths and weaknesses in comparison 
to your competitors. Understanding your business strategy 
helps you plan your cloud strategy.

Step #2: Technology assessment
After you understand your business direction, take a look at 
your current technology environment. For example:

 ✓ You may benefit from a cloud-based collaboration plat-
form to better support employees and business partners.

 ✓ You may want to use a SaaS business application to 
improve customer service.

 ✓ You may want a more efficient way to pilot a new experi-
mental business approach without a better way to col-
laborate with your own employees and with partners.
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 ✓ You may want access to extra computing capability for 

peak customer demand without investing in new  
servers.

 ✓ You may want to minimize business disruptions and 
facilitate quicker, more effective disaster recovery.

Step #3: Create a staged plan
With your business and technology assessment completed, 
you’re in a good position to plan your cloud journey. You 
have many options that can be part of your plan. You need to 
decide which of these capabilities are the most important so 
you can stage your plan. These options include the following:

 ✓ You may decide that you need a set of cloud develop-
ment services that will help make it easier and more effi-
cient for your development team to be productive.

 ✓ You may want to have a way to add new computing and 
storage services for special projects and peak holiday 
cycles.

 ✓ You may want to have a collaboration platform that can 
be used to locate expertise and work with project teams.

 ✓ Your organization may be interested in using some SaaS 
applications.

 ✓ You may also want to optimize your existing server  
environment.

Step #4: Establish a project team

 

A cloud computing strategy is a collaborative effort between 
business and IT, so you want to make sure that you have good 
representation of all the stakeholders. Depending on the size 
of your business, you can have a small team that owns the 
strategy and then works with different divisions or offices so 
you execute your plan in a holistic manner. You can involve 
your strategic partners and suppliers as part of your cloud 
team. Important customers are able to provide you with guid-
ance in terms of how you can service their needs.
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Step #5: Pick a project  
as a proof of concept
Picking the right project is important. Your starting point 
depends on several factors:

 ✓ Picking a well-defined project that demonstrates quick 
results: You don’t want to select an effort that takes six 
months before anyone appreciates how the cloud is help-
ing the business to be more competitive. Many public 
cloud solutions can have very short implementation 
cycles which can help demonstrate ROI rapidly.

 ✓ Looking for a project that demonstrates a reduction in 
capital expenditures: For example, virtualizing and con-
solidating servers could help you streamline IT opera-
tions and demonstrate value, or a public cloud solution 
could help you move a capital expense into a monthly 
operational expense.

 ✓ Selecting a project that’s tied to a new business initia-
tive that is important to the CEO: For example, create a 
simplified way to collaborate with business partners that 
can create new revenue opportunities.

Measuring and Assessing Risks
Risks come in all shapes and sizes, so when you plan to move 
forward with a new technology initiative, understand your 
risks so you minimize the impact on your organization. The pri-
mary risks to address include people, process, and technology 
resources. Begin by asking yourself the following questions:

 ✓ What are the people and process risks associated with 
any new technology? Are the people on the business 
and technical side of your company ready to embrace 
change? Do they understand how their use of technology 
services and business process will change?

 ✓ How can my processes change in the cloud? How will 
cloud-based processes impact your organization?

  Chances are that you can effectively address any people 
or process issues, but you shouldn’t forget to address 
them.
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 ✓ What about the technology resources?

  Every company has its own tolerance level when it 
comes to risk. This may vary by the type of application 
you are dealing with. There may be applications that 
have to be carefully managed because of compliance 
requirements. As you begin your cloud journey consider 
each type of asset that you could move to the cloud and 
determine the level of risk.

Assessing the risk associated with a move to the cloud is 
important to protect the integrity of your business. Chapter 5 
discusses some solutions to managing risk if you do your home-
work and are well educated to select the right approach and 
solution. The requirement to assess risks isn’t a one-time thing. 
Monitoring what your cloud providers are actually doing is criti-
cal to your success.

Leveraging Best Practices
There is nothing like making big mistakes to teach you impor-
tant lessons about what not to do. Best practices in IT are the 
way to avoid costly errors — and also learning from the suc-
cesses of companies in your own market that do things well. 
One of the benefits of cloud computing is the fact that it’s 
based on a service-oriented model. What do we mean by this?

Chapter 2 covered a lot of the fundamentals of the cloud. One 
of these characteristics is that with cloud services you lever-
age a well-defined service that can be used in a lot of different 
situations. Examples of these types of services include an 
analytics process to understand customer buying patterns or 
a process to determine web traffic. A cloud service may be a 
payment service or a service that verifies the credit worthi-
ness of a new customer.

What do these types of services have in common? They are 
designed as independent business services that don’t have 
dependencies outside of the process they execute. They have 
well-defined interfaces so they can be used in many different 
situations. These types of services are also designed based on 
the experience of developers and integrators who’ve created 
services for many different business situations.
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Best practices are an important part of your cloud journey. 
You want to be able to learn from the experience of your col-
leagues in your industry. For example, if you’re a retailer, you 
want to understand how your competitors use cloud-based 
services to create new business opportunities in a cost-
effective manner. There may be social business cloud services 
that allow you to reach out proactively to untapped markets. 
There may be partnership opportunities that can allow you 
to experiment with new online retail models without spend-
ing hard-earned capital on the line. If you’re in the healthcare 
industry, you may want to allow the hospital staff to have 
easier and less costly access to patient records, X-ray images, 
and the latest medical research.

Linking to Resources

 

Some IBM links that you may find useful include the following:

 ✓ SmartCloud E-mail Management Express

  www-935.ibm.com/services/us/en/it-services/
email-management-express.html

 ✓ SmartCloud Enterprise

  www.ibm.com/smartcloud/solutions/enterprise

 ✓ BlueWorks Live

  https://www.blueworkslive.com

 ✓ Tivoli Live — monitoring services

  www-935.ibm.com/services/us/en/it-services/
tivoli-live-monitoring-services.html

 ✓ LotusLive Engage

  www.lotuslive.com/en/services/engage

 ✓ WebSphere Cast Iron Cloud integration

  www-01.ibm.com/software/integration/ 
cast-iron-cloud-integration/#

 ✓ Rational AppScan OnDemand (SaaS)

  www-01.ibm.com/software/awdtools/appscan/
ondemand/
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 ✓ Smart Business Desktop on the IBM Cloud

  www-935.ibm.com/services/us/en/it-services/
smart-business-desktop-cloud.html

 ✓ Express managed e-mail security

  www-935.ibm.com/services/us/en/it-services/
express-managed-e-mail-security.html

 ✓ Express managed protection services for server

  www-935.ibm.com/services/us/en/it-services/
express-managed-protection-services-for-
server.html

 ✓ Express Managed web security

  www-935.ibm.com/services/us/en/it-services/
express-managed-web-security.html

 ✓ Express penetration testing services

  www-935.ibm.com/services/us/en/it-services/
express-penetration-testing-services.html

 ✓ Managed Security Services (Cloud Computing) — hosted 
vulnerability management

  www-935.ibm.com/services/us/en/it-services/
cloud-based-vulnerability-management-and-
pci-scan-service.html
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